 DID WHITE HAVE AN EXPECTATION OF PRIVACY IN THE CONTENT OF HIS CONVERSATIONS?
UNITED STATES V. WHITE                                                                                                           401 U.S. 745 (1971)

White J.
Issue
In 1966, respondent James A. White was tried and convicted under two consolidated indictments charging various illegal transactions in narcotics. He was fined and sentenced as a second offender to 25-year concurrent sentences. The issue before us is whether the Fourth Amendment bars from evidence the testimony of governmental agents who related certain conversations which had occurred between defendant White and a government informant, Harvey Jackson, and which the agents overheard by monitoring the frequency of a radio transmitter carried by Jackson and concealed on his person.    

Facts                                                                                                                                      
On four occasions the conversations took place in Jackson's home; each of these conversations was overheard by an agent concealed in a kitchen closet with Jackson's consent and by a second agent outside the house using a radio receiver. Four other conversations - one in respondent's home, one in a restaurant, and two in Jackson's car - were overheard by the use of radio equipment. The prosecution was unable to locate and produce Jackson at the trial and the trial court overruled objections to the testimony of the agents who conducted the electronic surveillance. The jury returned a guilty verdict and defendant appealed.                
Reasoning                                                                                          
     Concededly a police agent who conceals his police connections may write down for official use his conversations with a defendant and testify concerning them, without a warrant authorizing his encounters with the defendant and without otherwise violating the latter's Fourth Amendment rights. For constitutional purposes, no different result is required if the agent instead of immediately reporting and transcribing his conversations with defendant, either (1) simultaneously records them with electronic equipment which he is carrying on his person; (2) or carries radio equipment which simultaneously transmits the conversations either to recording equipment located elsewhere or to other agents monitoring the transmitting frequency.  If the conduct and revelations of an agent operating without electronic equipment do not invade the defendant's constitutionally justifiable expectations of privacy, neither does a simultaneous recording of the same conversations made by the agent or by others from transmissions received from the agent to whom the defendant is talking and whose trustworthiness the defendant necessarily risks.                                                                        
     Our problem is not what the privacy expectations of particular defendants in particular situations may be or the extent to which they may in fact have relied on the discretion of their companions. Very probably, individual defendants neither know nor suspect that their colleagues have gone or will go to the police or are carrying recorders or transmitters. Otherwise, conversation would cease and our problem with these encounters would be nonexistent or far different from those now  before us. Our problem, in terms of the principles announced in Katz, is what expectations of privacy are constitutionally "justifiable" - what expectations the Fourth Amendment will protect in the absence of a warrant. So far, the law permits the frustration of actual expectations of privacy by permitting authorities to use the testimony of those associates who for one reason or another have determined to turn to the police, as well as by authorizing the use of informants in the manner exemplified by Hoffa and Lewis. If the law gives no protection to the wrongdoer whose trusted accomplice is or becomes a police agent, neither should it protect him when that same agent has recorded or transmitted the conversations which are later offered in evidence to prove the State's case.                                                     
     Inescapably, one contemplating illegal activities must realize and risk that his companions may be reporting to the police. If he sufficiently doubts their trustworthiness, the association will very probably end or never materialize. But if he has no doubts, or allays them, or risks what doubt he has, the risk is his. In terms of what his course will be, what he will or will not do or say, we are unpersuaded that he would distinguish between probable informers on the one hand and probable informers with transmitters on the other. Given the possibility or probability that one of his colleagues is cooperating with the police, it is only speculation to assert that the defendant's utterances would be substantially different or his sense of security any less if he also thought it possible that the suspected colleague is wired for sound. At least there is no persuasive evidence that the difference in this respect between the electronically equipped and the unequipped agent is substantial enough to require discrete constitutional recognition,  particularly under the Fourth Amendment which is ruled by fluid concepts of "reasonableness." Nor should we be too ready to erect constitutional barriers to relevant and probative evidence which is also accurate and reliable. An electronic recording will many times produce a more reliable rendition of what a defendant has said than will the unaided memory of a police agent. It may also be that with the recording in existence it is less likely that the informant will change his mind, less chance that threat or injury will suppress unfavorable evidence and less chance that cross-examination will confound the testimony. Considerations like these obviously do not favor the defendant, but we are not prepared to hold that a defendant who has no constitutional right to exclude the informer's unaided testimony nevertheless has a Fourth Amendment privilege against a more accurate version of the events in question. 
DOUGLAS, J. dissenting. 
The threads of thought running through our recent decisions are that these extensive intrusions into privacy  made by electronic surveillance make self-restraint by law enforcement officials an inadequate protection, that the requirement of warrants under the Fourth Amendment is essential to a free society. Monitoring, if prevalent, certainly kills free discourse and spontaneous utterances. Free discourse - a First Amendment value - may be frivolous or serious, humble or defiant, reactionary or revolutionary, profane or in good taste; but it is not free if there is surveillance.  Free discourse liberates the spirit, though it may produce only froth. The individual must keep some facts concerning his thoughts within a small zone of people. At the same time he must be free to pour out his woes or inspirations or dreams to others. He remains the sole judge as to what must be said and what must remain unspoken. This is the essence of the idea of privacy implicit in the First and Fifth Amendments as well as in the Fourth. 
The philosophy of the value of privacy reflected in the Fourth Amendment's ban on "unreasonable searches and seizures" has been forcefully stated by a former Attorney General of the United States: 
"Privacy is the basis of individuality. To be alone and be let alone, to be with chosen company, to say what you think, or don't think, but to say what you will, is to be yourself. Solitude is imperative, even in a high rise apartment. Personality develops from within. To reflect is to know yourself. Character is formed through years of self-examination. Without this opportunity, character will be formed largely by uncontrolled external social stimulations. Americans are excessively homogenized already. 
"Few conversations would be what they are if the speakers thought others were listening. Silly, secret, thoughtless and thoughtful statements would all be affected. The sheer numbers in our lives, the anonymity of urban living and the inability to influence things that are important are depersonalizing and dehumanizing factors of modern life. To penetrate the last refuge of the individual, the precious little privacy that remains, the basis of individual dignity, can have meaning to the quality of our lives that we cannot foresee. In terms of present values, that meaning cannot be good. [401 U.S. 745, 764]   
"Invasions of privacy demean the individual. Can a society be better than the people composing it? When a government degrades its citizens, or permits them to degrade each other, however beneficent the specific purpose, it limits opportunities for individual fulfillment and national accomplishment. If America permits fear and its failure to make basic social reforms to excuse police use of secret electronic surveillance, the price will be dear indeed. The practice is incompatible with a free society." R. Clark, Crime in America 287 (1970). 
Now ...must everyone live in fear that every word he speaks may be transmitted or recorded and later repeated to the entire world? I can imagine nothing that has a more chilling effect on people speaking their minds and expressing their views on important matters. The advocates of that regime should spend some time in totalitarian countries and learn firsthand the kind of regime they are creating here.                                            Questions for Discussion
1. Why does the Supreme Court find that White lacked an expectation of privacy in the content of his conversations with Jackson?  How do the facts in White differ from the facts in Katz?                                                                                                                                       2.   Do you agree that for Fourth Amendment purposes that there is little difference between White talking to a government informant and White talking to a government informant who is recording or transmitting his statements?                                                        3.  What is Justice Douglas’s central point in his dissent?
 Case of United States v. Jones
UNITED STATES V. JONES
___U.S.____(2012)
Scalia, J. 

Issue
We decide whether the attachment of a Global-Positioning-System (GPS) tracking device to an individual's vehicle, and subsequent use of that device to monitor the vehicle's movements on public streets, constitutes a search or seizure within the meaning of the Fourth Amendment. 

Facts

In 2004 respondent Antoine Jones, owner and operator of a nightclub in the District of Columbia, came under suspicion of trafficking in narcotics and was made the target of an investigation by a joint FBI and Metropolitan Police Department task force. Officers employed various investigative techniques, including visual surveillance of the nightclub, installation of a camera focused on the front door of the club, and a pen register and wiretap covering Jones's cellular phone. 
     Based in part on information gathered from these sources, in 2005 the Government applied to the United States District Court for the District of Columbia for a warrant authorizing the use of an electronic tracking device on the Jeep Grand Cherokee registered to Jones's wife. A warrant issued, authorizing installation of the device in the District of Columbia and within  0 days. 
     On the 11th day, and not in the District of Columbia but in Maryland, agents installed a GPS tracking device on the undercarriage of the Jeep while it was parked in a public parking lot. Over the next 28 days, the Government used the device to track the vehicle's movements, and once had to replace the device's battery when the vehicle was parked in a different public lot in Maryland. By means of signals from multiple satellites, the device established the vehicle's location within 50 to 100 feet, and communicated that location by cellular phone to a Government computer. It relayed more than 2,000 pages of data over the 4-week period. 
      The Government ultimately obtained a multiple-count indictment charging Jones and several alleged co-conspirators with, as relevant here, conspiracy to distribute and possess with intent to distribute five kilograms or more of cocaine and 50 grams or more of cocaine base, in violation of 21 U. S. C. §§841 and 846. Before trial, Jones filed a motion to   suppress evidence obtained through the GPS device. The District Court granted the motion only in part, suppressing the data obtained while the vehicle was parked in the garage adjoining Jones's residence. It held the remaining data admissible, because "'[a] person traveling in an automobile on public thoroughfares has no reasonable expectation of privacy in his movements from one place to another.'" Jones's trial in October 2006 produced a hung jury on the conspiracy count. 
     In March 2007, a grand jury returned another indictment, charging Jones and others with the same conspiracy. The Government introduced at trial the same GPS-derived locational data admitted in the first trial, which connected Jones to the alleged conspirators' stash house that contained $ 850,000 in cash, 97 kilograms of cocaine, and 1 kilogram of cocaine base. The jury returned a guilty verdict, and the District Court sentenced Jones to life imprisonment. 
     The United States Court of Appeals for the District of Columbia Circuit reversed the conviction because of admission of the evidence obtained by warrantless use of the GPS device which, it said, violated the Fourth Amendment. The Court noted that the warrant had not been executed within ten days and that the device was installed in Maryland rather than in the District of Columbia.                                                                               
Reasoning
The Fourth Amendment provides in relevant part that "[t]he right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated." It is beyond dispute that a vehicle is an "effect" as that term is used in the Amendment.  We hold that the Government's installation of a GPS device on a target's vehicle, and its use of that device to monitor the vehicle's movements, constitutes a "search." 
    It is important to be clear about what occurred in this case: The Government physically occupied private property for the purpose of obtaining information. We have no doubt that such a physical intrusion would have been considered a "search" within the meaning of the Fourth Amendment when it was adopted. ….The text of the Fourth Amendment reflects its close connection to property, since otherwise it would have referred simply to "the right of the people to be secure against unreasonable searches and seizures"; the phrase "in their persons, houses, papers, and effects" would have been superfluous. 
     Consistent with this understanding, our Fourth Amendment jurisprudence was tied to common-law trespass, at least until the latter half of the 20th century. Thus, in Olmstead v. United States, we held that wiretaps attached to telephone wires on the public streets did not constitute a Fourth Amendment search because "[t]here was no entry of the houses or offices of the defendants."  
     Our later cases, of course, have deviated from that exclusively property-based approach. In Katz v. United States,  we said that "the Fourth Amendment protects people, not places," and  found a violation in attachment of an eavesdropping device to a public telephone booth. Our later cases have applied the analysis of Justice Harlan's concurrence in that case, which said that a violation occurs when government officers violate a person's "reasonable expectation of privacy." 
     The Government contends that the Harlan standard shows that no search occurred here, since Jones had no "reasonable expectation of privacy" in the area of the Jeep accessed by Government agents (its underbody) and in the locations of the Jeep on the public roads, which were visible to all. But we need not address the Government's contentions, because Jones's Fourth Amendment rights do not rise or fall with the Katz formulation. At bottom, we must "assur[e] preservation of that degree of privacy against government that existed when the Fourth Amendment was adopted." As explained, for most of our history the Fourth Amendment was understood to embody a particular concern for government trespass upon the areas ("persons, houses,  papers, and effects") it enumerates. Katz did not repudiate that understanding. Less than two years later the Court upheld defendants' contention that the Government could not introduce against them conversations between other people obtained by warrantless placement of electronic surveillance devices in their homes. The opinion rejected the dissent's contention that there was no Fourth Amendment violation "unless the conversational privacy of the homeowner himself is invaded." Alderman v. United States, 394 U. S. 165 (1969). "[W]e [do not] believe that Katz, by holding that the Fourth Amendment protects persons and their private conversations, was intended to withdraw any of the protection which the Amendment extends to the home ... "  
       As Justice Brennan explained … Katz did not erode the principle "that, when the Government does engage in physical intrusion of a constitutionally protected area in order to obtain information, that intrusion may constitute a violation of the Fourth Amendment." We have embodied that preservation of past rights in our very definition of "reasonable expectation of privacy" which we have said to be an expectation "that has a source outside of the Fourth Amendment, either by reference to concepts of real or personal property law or to understandings that are recognized and permitted by society." …
       The concurrence begins by accusing us of applying "18th-century tort law." That is a distortion. What we apply is an 18th-century guarantee against unreasonable searches, which we believe must provide at a minimum the degree of protection it afforded when it was adopted. The concurrence does not share that belief. It would apply exclusively Katz's reasonable-expectation-of-privacy test, even when that eliminates rights that previously existed. …    
       In fact, it is the concurrence's insistence on the exclusivity of the Katz test that needlessly leads us into "particularly vexing problems" in the present case. This Court has to date  not deviated from the understanding that mere visual observation does not constitute a search. …."Traditional surveillance" of Jones for a 4-week period "would have required a large team of agents, multiple vehicles, and perhaps aerial assistance," our cases suggest that such visual observation is constitutionally permissible. It may be that achieving the same result through electronic means, without an accompanying trespass, is an unconstitutional invasion of privacy, but the present case does not require us to answer that question. 
     And answering it affirmatively leads us needlessly into additional thorny problems. The concurrence posits that "relatively short-term monitoring of a person's movements on public streets" is okay, but that "the use of longer term GPS monitoring in investigations of most offenses is no good.  That introduces yet another  novelty into our jurisprudence. There is no precedent for the proposition that whether a search has occurred depends on the nature of the crime being investigated. And even accepting that novelty, it remains unexplained why a 4-week investigation is "surely" too long and why a drug-trafficking conspiracy involving substantial amounts of cash and narcotics is not an "extraordinary offens[e]" which may permit longer observation. What of a 2-day monitoring of a suspected purveyor of stolen electronics? Or of a 6-month monitoring of a suspected terrorist? We may have to grapple with these "vexing problems" in some future case where a classic trespassory search is not involved and resort must be had to Katz analysis; but there is no reason for rushing forward to resolve them here. 

Holding
 The judgment of the Court of Appeals for the D. C. Circuit is affirmed. 
Sotomayor, J. concurring 

     The Fourth Amendment is not concerned only with trespassory intrusions on property.  Rather, even in the absence of a trespass, "a Fourth Amendment search occurs when the government violates a subjective expectation of privacy that society recognizes as reasonable." In Katz, this Court enlarged its then-prevailing focus on property rights by announcing that the reach of the Fourth Amendment does not "turn upon the presence or absence of a physical intrusion." As the majority's opinion makes clear, however, Katz's reasonable-expectation-of-privacy test augmented, but did not displace or diminish, the common-law trespassory test that preceded it. Thus, "when the Government does engage in physical intrusion of a constitutionally protected area in order to obtain information, that intrusion may constitute a violation of the Fourth Amendment." Justice Alito’s approach, which discounts altogether the constitutional relevance of the Government's physical intrusion on Jones' Jeep, erodes that longstanding protection for privacy expectations inherent in items of property that people possess or control. By contrast, the trespassory test applied in the majority's opinion reflects an irreducible constitutional minimum: When the Government physically invades personal property to gather information, a search occurs. The reaffirmation of that principle suffices to decide this case. 
      Nonetheless, as Justice Alito notes, physical intrusion is now unnecessary to many forms of surveillance. With increasing regularity, the Government will be capable of duplicating the monitoring undertaken in this case by enlisting factory- or owner-installed vehicle tracking devices or GPS-enabled smart phones. In cases of electronic or other novel modes of surveillance that do not depend upon a physical invasion on property, the majority opinion's trespassory test may provide little guidance. But "[s]ituations involving merely the transmission of electronic signals without trespass would remain subject to Katz analysis." As Justice Alito incisively observes, the same technological advances that have made possible nontrespassory surveillance techniques will also affect the Katz test by shaping the evolution of societal privacy expectations. Under that rubric, I agree with Justice Alito that, at the very least, "longer term GPS monitoring in investigations of most offenses impinges on expectations of privacy."  
      In cases involving even short-term monitoring, some unique attributes of GPS surveillance relevant to the Katz analysis will require particular attention. GPS monitoring generates a precise, comprehensive record of a person's public movements that reflects a wealth of detail about her familial, political, professional, religious, and sexual associations. "Disclosed in [GPS] data ... will be trips the indisputably private nature of which takes little imagination to conjure: trips to the psychiatrist, the plastic surgeon, the abortion clinic, the AIDS treatment center, the strip club, the criminal defense attorney, the by-the-hour motel, the union meeting, the mosque, synagogue or church, the gay bar and on and on." The Government can store such records and efficiently mine them for information years into the future. And because GPS monitoring is cheap in comparison to conventional surveillance techniques and, by design, proceeds surreptitiously, it evades the ordinary checks that constrain abusive law enforcement practices: "limited police resources and community hostility." 
      Awareness that the Government may be watching chills associational and expressive freedoms. And the Government's unrestrained power to assemble data that reveal private aspects of identity is susceptible to abuse. The net result is that GPS monitoring--by making available at a relatively low cost such a substantial quantum of intimate information about any person whom the Government, in its unfettered discretion, chooses to track--may "alter the relationship  between citizen and government in a way that is inimical to democratic society." 
       More fundamentally, it may be necessary to reconsider the premise that an individual has no reasonable expectation of privacy in information voluntarily disclosed to third parties. This approach is ill suited to the digital age, in which people reveal a great deal of information about themselves to third parties in the course of carrying out mundane tasks. People disclose the phone numbers that they dial or text to their cellular providers; the URLs that they visit and the e-mail addresses with which they correspond to their Internet service providers; and the books, groceries, and medications they purchase to online retailers. Perhaps, as Justice Alito notes, some people may find the "tradeoff" of privacy for convenience "worthwhile," or  come to accept this "diminution of privacy" as "inevitable,"and perhaps not. I for one doubt that people would accept without complaint the warrantless disclosure to the Government of a list of every Web site they had visited in the last week, or month, or year. But whatever the societal expectations, they can attain constitutionally protected status only if our Fourth Amendment jurisprudence ceases to treat secrecy as a prerequisite for privacy. I would not assume that all information voluntarily disclosed to some member of the public for a limited purpose is, for that reason alone, disentitled to Fourth Amendment protection. 
    
Alito, J. with whom Ginsburg, J., Breyer, J., and Kagan, J. join concurring  

This case requires us to apply the Fourth Amendment's prohibition of unreasonable searches and seizures to a 21st-century surveillance technique, the use of a Global Positioning System device to monitor a vehicle's movements for an extended period of time. Ironically, the Court has chosen to decide this case based on 18th-century tort law. By attaching a small GPS device  to the underside of the vehicle that respondent drove, the law enforcement officers in this case engaged in conduct that might have provided grounds in 1791 for a suit for trespass to chattels. And for this reason, the Court concludes, the installation and use of the GPS device constituted a search.  
       This holding, in my judgment, is unwise. It strains the language of the Fourth Amendment; it has little if any support in current Fourth Amendment case law; and it is highly artificial. 
      I would analyze the question presented in this case by asking whether respondent's reasonable expectations of privacy were violated by the long-term monitoring of the movements of the vehicle he drove. 
     The Fourth Amendment prohibits "unreasonable searches and seizures," and the Court makes very little effort to explain how the attachment or use of the GPS device fits within these terms. The Court does not contend that there was a seizure. A seizure of property occurs when there is "some meaningful interference with an individual's possessory interests in that property," and here there was none. Indeed, the success of the surveillance technique that the officers employed was dependent on the fact that the GPS did not interfere in any way with the operation of the vehicle, for if any such interference had been detected, the device might have been discovered. 
    The Court does claim that the installation and use of the GPS constituted a search, but this conclusion is dependent on the questionable proposition that these two procedures cannot be separated for purposes of Fourth Amendment analysis. If these two procedures are analyzed separately, it is not at all clear from the Court's opinion why either should be regarded as a search. It is clear that the attachment of the GPS device was not itself a search; if the device had not functioned or if the officers had not used it, no information would have been obtained.                                                                                                            
      The Court argues--and I agree--that "we must 'assur[e] preservation of that degree of privacy against government that existed when the Fourth Amendment was adopted.'" But it is almost impossible to think of late-18th-century situations that are analogous to what took place in this case. … The Court's reasoning in this case is very similar to that in the Court's early decisions involving wiretapping and electronic eavesdropping, namely, that a technical trespass followed by the gathering of evidence constitutes a search…. This trespass-based rule was repeatedly criticized. In Olmstead, Justice Brandeis wrote that it was "immaterial where the physical connection with the telephone wires was made." Although a private conversation transmitted by wire did not fall within the literal words of the Fourth Amendment, he argued, the Amendment should be understood as prohibiting "every unjustifiable intrusion by the government upon the privacy of the individual."                                                  
       Katz v. United States finally did away with the old approach, holding that a trespass was not required for a Fourth Amendment violation. 
     Under this approach, as the Court later put it when addressing the relevance of a technical trespass, "an actual trespass is neither necessary nor sufficient to establish a constitutional violation.                                                                                                    
      Disharmony  with a substantial body of existing case law is only one of the problems with the Court's approach in this case. 
     I will briefly note several others. First, the Court's reasoning largely disregards what is really important (the use of a GPS for the purpose of long-term tracking) and instead attaches great significance to something that most would view as relatively minor (attaching to the bottom of a car a small, light object that does not interfere in any way with the car's operation). Attaching such an object is generally regarded as so trivial that it does not provide a basis for recovery under modern tort law. But under the Court's reasoning, this conduct may violate the Fourth Amendment. By contrast, if long-term monitoring can be accomplished without committing a technical trespass--suppose, for example, that the Federal Government required or persuaded auto manufacturers to include a GPS tracking device in every car--the Court's theory would provide no protection. 
     Second, the Court's approach leads to incongruous results. If the police attach   a GPS device to a car and use the device to follow the car for even a brief time, under the Court's theory, the Fourth Amendment applies. But if the police follow the same car for a much longer period using unmarked cars and aerial assistance, this tracking is not subject to any Fourth Amendment constraints. 
     In the present case, the Fourth Amendment applies, the Court concludes, because the officers installed the GPS device after respondent's wife, to whom the car was registered, turned it over to respondent for his exclusive use. But if the GPS had been attached prior to that time, the Court's theory would lead to a different result…So if the GPS device had been installed before respondent's wife gave him the keys, respondent would have no claim for trespass--and, presumably, no Fourth Amendment claim either. 
     Third, under the Court's theory, the coverage of the Fourth Amendment may vary from  State to State. If the events at issue here had occurred in a community property State  or a State that has adopted the Uniform Marital Property Act, respondent would likely be an owner of the vehicle, and it would not matter whether the GPS was installed before or after his wife turned over the keys. In non-community-property States, on the other hand, the registration of the vehicle in the name of respondent's wife would generally be regarded as presumptive evidence that she was the sole owner. 
      Fourth, the Court's reliance on the law of trespass will present particularly vexing problems in cases involving surveillance that is carried out by making electronic, as opposed to physical, contact with the item to be tracked. For example, suppose that the officers in the present case had followed respondent by surreptitiously activating a stolen vehicle detection system that came with the car when it was purchased. Would the sending of a radio signal to activate this  system constitute a trespass to chattels?...      
     The Katz expectation-of-privacy test avoids the problems and complications noted above, but it is not without its own difficulties. It involves a degree of circularity and judges are apt to confuse their own expectations of privacy with those of the hypothetical reasonable person to which the Katz test looks. In addition, the Katz test rests on the assumption that this hypothetical reasonable person has a well-developed and stable set of privacy expectations. But technology can change those expectations. Dramatic technological change may lead to periods in which popular expectations are in flux and may ultimately produce significant changes in popular attitudes. New technology may provide increased convenience or security at the expense of privacy, and many people may find the tradeoff worthwhile. And even if the public does not welcome the diminution of privacy that new technology entails, they may eventually reconcile themselves to this development as inevitable. …
      Recent years have seen the emergence of many new devices that permit the monitoring of a person's movements. In some locales, closed-circuit television video monitoring is becoming ubiquitous. On toll roads, automatic toll collection systems create a precise record of the movements of motorists who choose to make use of that convenience. Many motorists purchase cars that are equipped with devices that permit a central station to ascertain the car's location at any time so that roadside assistance may be provided if needed and the car may be found if it is stolen. 
      Perhaps most significant, cell phones and other wireless devices now permit wireless carriers to track and record the location of users--and as of June 2011, it has been reported, there were more than 322 million wireless devices in use in the United States. For older phones, the accuracy of the location information depends on the density of the tower network, but new "smart phones," which are equipped with a GPS device, permit more precise tracking. For example, when a user activates the GPS on such a phone, a provider is able to monitor the phone's location and speed of movement and can then report back real-time traffic conditions after combining ("crowdsourcing") the speed of all such phones on any particular road. Similarly, phone-location-tracking services are offered as "social" tools, allowing consumers to find (or to avoid) others who enroll in these services. The availability and use of these and other new devices will continue to shape the average person's expectations about the privacy of his or her daily movements. 
      In the pre-computer age, the greatest protections of privacy were neither constitutional nor statutory, but practical. Traditional surveillance for any extended period of time was difficult and costly and therefore rarely under- taken. The surveillance at issue in this case--constant monitoring of the location of a vehicle for four weeks--would have required a large team of agents, multiple vehicles, and perhaps aerial assistance. Only an investigation of unusual importance could have justified such an expenditure of law enforcement resources. Devices like the one used in the present case, however, make long-term monitoring relatively easy and cheap. …The best that we can do in this case is to apply existing Fourth Amendment doctrine and to ask whether the use of GPS tracking in a particular case involved a degree of intrusion that a reasonable person would not have anticipated. 
     Under this approach, relatively short-term monitoring of a person's movements on public streets accords with expectations of privacy that our society has recognized as reasonable.  But the use of longer term GPS monitoring in investigations of most offenses impinges on expectations of privacy. For such offenses, society's expectation has been that law enforcement agents and others would not--and indeed, in the main, simply could not secretly monitor and catalogue every single movement of an individual's car for a very long period. In this case, for four weeks, law enforcement agents tracked every movement that respondent made in the vehicle he was driving. We need not identify with precision the point at which the tracking of this vehicle became a search, for the line was surely crossed before the 4-week mark. Other cases may present more difficult questions. But where uncertainty exists with respect to whether a certain period of GPS surveillance is long enough to constitute a Fourth Amendment search, the police may always seek a warrant. We also need not consider whether  prolonged GPS monitoring in the context of investigations involving extraordinary offenses would similarly intrude on a constitutionally protected sphere of privacy. In such cases, long-term tracking might have been mounted using previously available techniques.                                                          


Questions for Discussion
1.  Discuss the reason why Justice Scalia holds that the installation of the GPS device was unconstitutional.  Why is he reluctant to rely on an “expectation of privacy approach?”                                                                                                                 2.  How does Justice Sotomayor distinguish between searches that should be analyzed relying on a “trespassory approach” and searches that should be analyzed under an expectation of “privacy approach.” What future threats to individual privacy does she believe may be posed by electronic governmental surveillance?                                                                                                                                                                 3. Why is Justice Alito critical of Justice Scalia’s reliance on a “trespassory approach?”                                                                                                                          4.  Explain the reason that Justice Alito finds that the GPS violated Jones’s Fourth Amendment rights?   




 DID QUON HAVE A REASONABLE EXPECTATION OF PRIVACY IN HIS TEXT MESSAGE?

CITY OF ONTARIO V. QUON
___U.S.____ (2010)
Kennedy, J.

Issue

This case involves the assertion by a government employer of the right, in circumstances to be described, to read text messages sent and received on a pager the employer owned and issued to an employee. The employee contends that the privacy of the messages is protected by the ban on "unreasonable searches and seizures" found in the Fourth Amendment to the United States Constitution, made applicable to the States by the Due Process Clause of the Fourteenth Amendment. Though the case touches issues of far-reaching significance, the Court concludes it can be resolved by settled principles  determining when a search is reasonable.

Facts
The City of Ontario (City) is a political subdivision of the State of California. The case arose out of incidents in 2001 and 2002 when respondent Jeff Quon was employed by the Ontario Police Department (OPD). He was a police sergeant and member of OPD's Special Weapons and Tactics (SWAT) Team. The City, OPD, and OPD's Chief, Lloyd Scharf, are petitioners here. As will be discussed, two respondents share the last name Quon. In this opinion "Quon" refers to Jeff Quon, for the relevant events mostly revolve around him.
     In October 2001, the City acquired 20 alphanumeric pagers capable of sending and receiving text messages. Arch Wireless Operating Company provided wireless service for the pagers. Under the City's service contract with Arch Wireless, each pager was allotted a limited number of characters sent or received each month. Usage in excess of that amount would result in an additional fee. The City issued pagers to Quon and other SWAT Team members in order to help the SWAT Team mobilize and respond to emergency situations.
    Before acquiring the pagers, the City announced a "Computer Usage, Internet and E-Mail Policy" (Computer Policy) that  applied to all employees. Among other provisions, it specified that the City "reserves the right to monitor and log all network activity including e-mail and Internet use, with or without notice. Users should have no expectation of privacy or confidentiality when using these resources." In March 2000, Quon signed a statement acknowledging that he had read and understood the Computer Policy.
    The Computer Policy did not apply, on its face, to text messaging. Text messages share similarities with e-mails, but the two differ in an important way. In this case, for instance, an e-mail sent on a City computer was transmitted through the City's own data servers, but a text message sent on one of the City's pagers was transmitted using wireless radio frequencies from an individual pager to a receiving station owned by Arch Wireless. It was routed through Arch Wireless' computer network, where it remained until the recipient's pager or cellular telephone was ready to receive the message, at which point Arch Wireless transmitted the message from the transmitting station nearest to the recipient. After delivery, Arch Wireless retained a copy on its computer servers.  The message did not pass through computers owned by the City.
     Although the Computer Policy did not cover text messages by its explicit terms, the City made clear to employees, including Quon, that the City would treat text messages the same way as it treated e-mails. At an April 18, 2002, staff meeting at which Quon was present, Lieutenant Steven Duke, the OPD officer responsible for the City's contract with Arch Wireless, told officers that messages sent on the pagers "are considered e-mail messages. This means that [text] messages would fall under the City's policy as public information and [would be] eligible for auditing." Duke's comments were put in writing in a memorandum sent on April 29, 2002, by Chief Scharf to Quon and other City personnel.
     Within the first or second billing cycle after the pagers were distributed, Quon exceeded his monthly text message character allotment. Duke told Quon about the overage, and reminded him that messages sent on the pagers were "considered e-mail and could be audited." Duke said, however, that "it was not his intent to audit [an] employee's text messages to see if the overage [was] due to work related transmissions." Duke suggested that Quon could reimburse the City for the overage fee rather than have Duke audit the messages. Quon wrote a check to the City for the overage. Duke offered the same arrangement to other employees who incurred overage fees.
     Over the next few months, Quon exceeded his character limit three or four times. Each time he reimbursed the City. Quon and another officer again incurred overage fees for their pager usage in August 2002. At a meeting in October, Duke told Scharf that he had become "'tired of being a bill collector.'"  Scharf decided to determine whether the existing character limit was too low -- that is, whether officers such as Quon were having to pay fees for sending work-related messages -- or if the overages were for personal messages. Scharf told Duke to request transcripts of text messages sent in August and September by Quon and the other employee who had exceeded the character allowance.
     At Duke's request, an administrative assistant employed by OPD contacted Arch Wireless. After verifying that the City was the subscriber on the accounts, Arch Wireless provided the desired transcripts. Duke reviewed the transcripts and discovered that many of  messages sent and received on Quon's pager were not work related, and some were sexually explicit. Duke reported his findings to Scharf, who, along with Quon's immediate supervisor, reviewed the transcripts himself. After his review, Scharf referred the matter to OPD's internal affairs division for an investigation into whether Quon was violating OPD rules by pursuing personal matters while on duty.
     The officer in charge of the internal affairs review was Sergeant Patrick McMahon. Before conducting a review, McMahon used Quon's work schedule to redact the transcripts in order to eliminate any messages Quon sent while off duty. He then reviewed the content of the messages Quon sent during work hours. McMahon's report noted that Quon sent or received 456 messages during work hours in the month of August 2002, of which no more than 57 were work related; he sent as many as 80 messages during a single day at work; and on an average workday, Quon sent or received 28 messages, of which only 3 were related to police business. The report concluded that Quon had violated OPD rules. Quon was allegedly disciplined.
     Raising claims under 42 U.S.C. Section 1983; 18 U.S.C. Section 2701 et seq.,   popularly known as the Stored Communications Act (SCA); and California law, Quon filed suit against petitioners in the United States District Court for the Central District of California. Arch Wireless and an individual not relevant here were also named as defendants. Quon was joined in his suit by another plaintiff who is not a party before this Court and by the other respondents, each of whom exchanged text messages with Quon during August and September 2002: Jerilyn Quon, Jeff Quon's then-wife, from whom he was separated; April Florio, an OPD employee with whom Jeff Quon was romantically involved; and Steve Trujillo, another member of the OPD SWAT Team. Among the allegations in the complaint was that petitioners violated respondents' Fourth Amendment rights and the SCA by obtaining and reviewing the transcript of Jeff Quon's pager messages and that Arch Wireless had violated the SCA by turning over the transcript to the City.
     The parties filed cross-motions for summary judgment. The District Court granted Arch Wireless' motion for summary judgment on the SCA claim but denied petitioners' motion for summary judgment on the Fourth Amendment claims. Relying on the plurality opinion in O'Connor v. Ortega, 480 U.S. 709 (1987), the District Court determined that Quon had a reasonable expectation of privacy in the content of his text messages. Whether the audit of the text messages was nonetheless reasonable, the District Court concluded, turned on Chief Scharf's intent: "[I]f the purpose for the audit was to determine if Quon was using his pager to 'play games' and 'waste time,' then the audit was not constitutionally reasonable"; but if the audit's purpose "was to determine the efficacy of the existing character limits to ensure that officers were not paying hidden work-related costs, . . . no constitutional violation occurred." 
     The District Court held a jury trial to determine the purpose of the audit. The jury concluded that Scharf ordered the audit to determine the efficacy of the character limits. The District Court accordingly held that petitioners did not violate the Fourth Amendment. It entered judgment in their favor.
    The United States Court of Appeals for the Ninth Circuit reversed in part. The panel agreed with the District Court that Jeff Quon had a reasonable expectation of privacy in his text messages but disagreed with the District Court about whether the search was reasonable. Even though the search was conducted for "a legitimate work-related rationale," the Court of Appeals concluded, it "was not reasonable in scope." The panel disagreed with the District Court's observation that "there were no less-intrusive means" that Chief Scharf could have used "to verify the efficacy of the 25,000 character limit . . . without intruding on [respondents'] Fourth Amendment rights." The opinion pointed to a "host of simple ways" that the chief could have used instead of the audit, such as warning Quon at the beginning of the month that his future messages would be audited, or asking Quon himself to redact the transcript of his messages. The Court of Appeals further concluded that Arch Wireless had violated the SCA by turning over the transcript to the City. The Ninth Circuit denied a petition for rehearing en banc. Judge Ikuta, joined by six other Circuit Judges, dissented.Judge Wardlaw concurred in the denial of rehearing, defending the panel's opinion against the dissent. This Court granted the petition for certiorari filed by the City, OPD, and Chief Scharf challenging the Court of Appeals' holding that they violated the Fourth Amendment. The petition for certiorari filed by Arch Wireless challenging the Ninth Circuit's ruling that Arch Wireless violated the SCA was denied. 


Reasoning
The Fourth Amendment states: "The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated . . . ." It is well settled that the Fourth Amendment's protection extends beyond the sphere of criminal investigations. The Amendment guarantees the privacy, dignity, and security of persons against certain arbitrary and invasive acts by officers of the Government," without regard to whether the government actor is investigating crime or performing another function. The Fourth Amendment applies as well when the Government acts in its capacity as an employer. 
     The Court discussed this principle in O'Connor. There a physician employed by a state hospital alleged that hospital officials investigating workplace misconduct had violated his Fourth Amendment rights by searching his office and seizing personal items from his desk and filing cabinet. All Members of the Court agreed with the general principle that "[i]ndividuals do not lose Fourth Amendment rights merely because they work for the government instead of a private employer." A majority of the Court further agreed that "'special needs, beyond the normal need for law enforcement,'" make the warrant and probable-cause requirement impracticable for government employers. 
     The O'Connor Court did disagree on the proper analytical framework for Fourth Amendment claims against government  employers. A four-Justice plurality concluded that the correct analysis has two steps. First, because "some government offices may be so open to fellow employees or the public that no expectation of privacy is reasonable,"a court must consider "[t]he operational realities of the workplace" in order to determine whether an employee's Fourth Amendment rights are implicated. On this view, "the question whether an employee has a reasonable expectation of privacy must be addressed on a case-by-case basis." Next, where an employee has a legitimate privacy expectation, an employer's intrusion on that expectation "for noninvestigatory, work-related purposes, as well as for investigations of work-related misconduct, should be judged by the standard of reasonableness under all the circumstances." 
     Justice Scalia, concurring in the judgment, outlined a different approach. His opinion would have dispensed with an inquiry into "operational realities" and would conclude "that the offices of government employees . . . are covered by Fourth Amendment protections as a general matter." But he would also have held "that government searches  to retrieve work-related materials or to investigate violations of workplace rules -- searches of the sort that are regarded as reasonable and normal in the private-employer context -- do not violate the Fourth Amendment." 
     Later, in the Von Raab decision, the Court explained that "operational realities" could diminish an employee's privacy expectations, and that this diminution could be taken into consideration when assessing the reasonableness of a workplace search. In the two decades since O'Connor, however, the threshold test for determining the scope of an employee's Fourth Amendment rights has not been clarified further. Here, though they disagree on whether Quon had a reasonable expectation of privacy, both petitioners and respondents start from the premise that the O'Connor plurality controls. It is not necessary to resolve whether that premise is correct. The case can be decided by determining that the search was reasonable even assuming Quon had a reasonable expectation of privacy. The two O'Connor approaches -- the plurality's and Justice Scalia’s  -- therefore lead to the same result here.
     Before turning to the reasonableness of the search, it is instructive to note the parties' disagreement over whether Quon had a reasonable expectation of privacy. The record does establish that OPD, at the outset, made it clear that pager messages were not considered private. The City's Computer Policy stated that "[u]sers should have no expectation of privacy or confidentiality when using" city computers. Chief Scharf's memo and Duke's statements made clear that this official policy extended to text messaging. The disagreement, at least as respondents see the case, is over whether Duke's later statements overrode the official policy. Respondents contend that because Duke told Quon that an audit would be unnecessary if Quon paid for the overage, Quon reasonably could expect that the contents of his messages would remain private.
    At this point, were we to assume that inquiry into "operational realities" were called for, it would be necessary to ask whether Duke's statements could be taken as announcing a change in OPD policy, and if so, whether he had, in fact, the authority to make such a change and to guarantee the privacy of text messaging. It would also be necessary to consider whether a review of messages sent on police pagers, particularly those sent while officers are on duty, might be justified for other reasons, including performance evaluations, litigation concerning the lawfulness of police actions, and perhaps compliance with state open records laws. These matters would all bear on the legitimacy of an employee's privacy expectation.
     The Court must proceed with care when considering the whole concept of privacy expectations in communications made on electronic equipment owned by a government employer. The judiciary risks error by elaborating too fully on the Fourth Amendment implications of emerging technology before its role in society has become clear. In Katz, the Court relied on its own knowledge and experience to conclude that there is a reasonable expectation of privacy in a telephone booth. It is not so clear that courts at present are on so sure a ground. Prudence counsels caution before the facts in the instant case are used to establish far-reaching premises that define the existence, and extent, of privacy expectations enjoyed by employees when using employer-provided communication devices.
     Rapid changes in the dynamics of communication and information transmission are evident not just in the technology itself but in what society accepts as proper behavior. As one amici brief notes, many employers expect or at least tolerate personal use of such equipment by employees because it often increases worker efficiency. Another amicus points out that the law is beginning to respond to these developments, as some States have recently passed statutes requiring employers to notify employees when monitoring their electronic communications. At present,  it is uncertain how workplace norms, and the law's treatment of them, will evolve.
    Even if the Court were certain that the O'Connor plurality's approach were the right one, the Court would have difficulty predicting how employees' privacy expectations will be shaped by those changes or the degree to which society will be prepared to recognize those expectations as reasonable. Cell phone and text message communications are so pervasive that some persons may consider them to be essential means or necessary instruments for self-expression, even self-identification. That might strengthen the case for an expectation of privacy. On the other hand, the ubiquity of those devices has made them generally affordable, so one could counter that employees who need cell phones or similar devices for personal matters can purchase and pay for their own. And employer policies concerning communications will of course shape the reasonable expectations of their employees, especially to the extent that such policies are clearly communicated.
     A broad holding concerning employees' privacy expectations vis-a-vis employer-provided technological equipment might have implications for future  cases that cannot be predicted. It is preferable to dispose of this case on narrower grounds. For present purposes we assume several propositions arguendo: First, Quon had a reasonable expectation of privacy in the text messages sent on the pager provided to him by the City; second, petitioners' review of the transcript constituted a search within the meaning of the Fourth Amendment; and third, the principles applicable to a government employer's search of an employee's physical office apply with at least the same force when the employer intrudes on the employee's privacy in the electronic sphere.
     Even if Quon had a reasonable expectation of privacy in his text messages, petitioners did not necessarily violate the Fourth Amendment by obtaining and reviewing the transcripts. Although as a general matter, warrantless searches "are per se unreasonable under the Fourth Amendment," there are "a few specifically established and well-delineated exceptions" to that general rule. The Court has held that the "'special needs'" of the workplace justify one such exception. 
    Under the approach of the O'Connor plurality, when conducted for a "noninvestigatory, work-related purpos[e]" or for the "investigatio[n] of work-related misconduct," a government employer's warrantless search is reasonable if it is "'justified at its inception'" and if "'the measures adopted are reasonably related to the objectives of the search and not excessively intrusive in light of'" the circumstances giving rise to the search. The search here satisfied the standard of the O'Connor plurality and was reasonable under that approach.
    The search was justified at its inception because there were "reasonable grounds for suspecting that the search [was] necessary for a noninvestigatory work-related purpose."  As a jury found, Chief Scharf ordered the search in order to determine whether the character limit on the City's contract with Arch Wireless was sufficient to meet the City's needs. This was, as the Ninth Circuit noted, a "legitimate work-related rationale." The City and OPD had a legitimate interest in ensuring that employees were not being forced to pay out of their own pockets for work-related expenses, or on the other hand that the City was not paying for extensive personal communications.
     As for the scope of the search, reviewing the transcripts was reasonable because it was an efficient and expedient way to determine whether Quon's overages were the result of work-related messaging or personal use. The review was also not "'excessively intrusive.'" Although Quon had gone over his monthly allotment a number of times, OPD requested transcripts for only the months of August and September 2002. While it may have been reasonable as well for OPD to review transcripts of all the months in which Quon exceeded his allowance, it was certainly reasonable for OPD to review messages for just two months in order to obtain a large enough sample to decide whether the character limits were efficacious. And it is worth noting that during his internal affairs investigation, McMahon redacted all messages Quon sent while off duty, a measure which reduced the intrusiveness of any further review of the transcripts.

      Furthermore, and again on the assumption that Quon had a reasonable expectation of privacy in the contents of his messages, the extent of an expectation is relevant to assessing whether the search was too intrusive. Even if he could assume some level of privacy would inhere in his messages, it would not have been reasonable for Quon to conclude that his messages were in all circumstances immune from scrutiny. Quon was told that his messages were subject to auditing. As a law enforcement officer, he would or should have known that his actions were likely to come under legal scrutiny, and that this might entail an analysis of his on-the-job communications. Under the circumstances, a reasonable employee would be aware that sound management principles might require the audit of messages to determine whether the pager was being appropriately used. Given that the City issued the pagers to Quon and other SWAT Team members in order to help them more quickly respond to crises -- and given that Quon had received no assurances of privacy -- Quon could have anticipated that it might be necessary for the City to audit pager messages to assess the SWAT Team's performance in particular emergency situations.                                                                                                                  
     From OPD's perspective, the fact that Quon likely had only a limited privacy expectation, with boundaries that we need not here explore, lessened the risk that the review would intrude on highly private details of Quon's life. OPD's audit of messages on Quon's employer-provided pager was not nearly as intrusive as a search of his personal e-mail account or pager, or a wiretap on his home phone line, would have been. That the search did reveal intimate details of Quon's life does not make it unreasonable, for under the circumstances a reasonable employer would not expect that such a review would intrude on such matters. The search was permissible in its scope.
     The Court of Appeals erred in finding the search unreasonable. It pointed to a "host of simple ways to verify the efficacy of the 25,000 character limit . . . without intruding on [respondents'] Fourth Amendment rights." The panel suggested that Scharf "could have warned Quon that for the month of September he was forbidden from using his pager for personal communications, and that the contents of all his messages would be reviewed to ensure the pager was used only for work-related purposes during that time frame. Alternatively, if [OPD] wanted to review past usage, it could have asked Quon to count the characters himself, or asked him to redact personal messages and grant permission to [OPD] to review the redacted transcript." 
     This approach was inconsistent with controlling precedents. This Court has "repeatedly refused to declare that only the 'least intrusive' search practicable can be reasonable under the Fourth Amendment." That rationale "could raise insuperable barriers to the exercise of virtually all search-and-seizure powers," because "judges engaged in post hoc evaluations of government conduct can almost always imagine some alternative means by which the objectives of the government might have been accomplished." The analytic errors of the Court of Appeals in this case illustrate the necessity of this principle. Even assuming there were ways that OPD could have performed the search that would have been less  intrusive, it does not follow that the search as conducted was unreasonable.
     Respondents argue that the search was per se unreasonable in light of the Court of Appeals' conclusion that Arch Wireless violated the SCA by giving the City the transcripts of Quon's text messages. The merits of the SCA claim are not before us. But even if the Court of Appeals was correct to conclude that the SCA forbade Arch Wireless from turning over the transcripts, it does not follow that petitioners' actions were unreasonable. Respondents point to no authority for the proposition that the existence of statutory protection renders a search per se unreasonable under the Fourth Amendment. And the precedents counsel otherwise. Furthermore, respondents do not maintain that any OPD employee either violated the law him- or herself or knew or should have known that Arch Wireless, by turning over the transcript would have violated the law. The otherwise reasonable search by OPD is not rendered unreasonable by the assumption that Arch Wireless violated the SCA by turning over the transcripts.
     Because the search was motivated by a legitimate work-related purpose, and because it was not excessive in scope, the search was reasonable under the approach of the O'Connor plurality. For these same reasons -- that the employer had a legitimate reason for the search, and that the search was not excessively intrusive in light of that justification -- the Court also concludes that the search would be "regarded as reasonable and normal in the private-employer context" and would satisfy the approach of Justice Scalia’s  The search was reasonable, and the Court of Appeals erred by holding to the contrary. Petitioners did not violate Quon's Fourth Amendment rights.
     Finally, the Court must consider whether the search violated the Fourth Amendment rights of Jerilyn Quon, Florio, and Trujillo, the respondents who sent text messages to Jeff Quon. Petitioners and respondents disagree whether a sender of a text message can have a reasonable expectation of privacy in a message  he knowingly sends to someone's employer-provided pager. It is not necessary to resolve this question in order to dispose of the case, however. Respondents argue that because "the search was unreasonable as to Sergeant Quon, it was also unreasonable as to his correspondents. They make no corollary argument that the search, if reasonable as to Quon, could nonetheless be unreasonable as to Quon's correspondents. In light of this litigating position and the Court's conclusion that the search was reasonable as to Jeff Quon, it necessarily follows that these other respondents cannot prevail.

[bookmark: 1290-37]Holding
Because the search was reasonable, petitioners did not violate respondents' Fourth Amendment rights, and the court below erred by concluding otherwise. The judgment of the Court of Appeals for the Ninth Circuit is reversed, and the case is remanded for further proceedings consistent with this opinion.

Scalia, J., concurring 

In this case, the proper threshold inquiry should be not whether the Fourth Amendment applies to messages on public employees' employer-issued  [*37] pagers, but whether it applies in general to such messages on employer-issued pagers.  Here, however, there is no need to answer that threshold question. Even accepting at face value Quon's and his co-plaintiffs' claims that the Fourth Amendment applies to their messages, the city's search was reasonable, and thus did not violate the Amendment. Applying the Fourth Amendment to new technologies may sometimes be difficult, but when it is necessary to decide a case we have no choice. The Court's implication, that where electronic privacy is concerned we should decide less than we otherwise would (that is, less than the principle of law necessary to resolve the case and guide private action) -- or that we should hedge our bets by concocting case-specific standards or issuing opaque opinions -- is in my view indefensible. The-times-they-are-a-changin' is a feeble excuse for disregard of duty.

Questions for Discussion
1. The Court concludes that Quon had a reasonable expectation of privacy in the text messages.  Why was the warrantless search of the text messages reasonable under the Fourth Amendment?
2.  Why was it not reasonable for Quon to conclude that his messages “were in all circumstances immune from scrutiny.”
3.  What is the significance of Justice Kennedy’s statement that the “Court must proceed with care when considering the whole concept of privacy expectations in communications made on electronic equipment owned by a government employer.”     




 DO OPEN FIELDS SURRONDED BY NO TRESPASSING SIGNS RETAIN AN EXPECTATION OF PRIVACY?

OLIVER V. UNITED STATES                                                                                                           466 U.S. 170 (1984)    
Powell, J.

Issue
The "open fields" doctrine …permits police officers to enter and search a field without a warrant. We granted certiorari…to clarify confusion that has arisen as to the continued vitality of the doctrine. 
Facts 
[bookmark: 175] Acting on reports that marihuana was being raised on the farm of petitioner Oliver, two narcotics agents of the Kentucky State Police went to the farm to investigate. Arriving at the farm, they drove past petitioner's house to a locked gate with a "No Trespassing" sign. A footpath led around one side of the gate. The agents walked around the gate and along the road for several hundred yards, passing a barn and a parked camper. At that point, someone standing in front of the camper shouted: "No hunting is allowed, come back up here." The officers shouted back that they were Kentucky State Police officers, but found no one when they returned to the camper. The officers resumed their investigation of the farm and found a field of marihuana over a mile from petitioner's home.  Petitioner was arrested and indicted for "manufactur[ing]" a "controlled substance." After a pretrial hearing, the District Court suppressed evidence of the discovery of the marihuana field. Applying Katz v. United States, the court found that petitioner had a reasonable expectation that the field would remain private because petitioner "had done all that could be expected of him to assert his privacy in the area of farm that was searched." He had posted "No Trespassing" signs at regular intervals and had locked the gate at the entrance to the center of the farm.  Further, the court noted that the field itself is highly secluded: it is bounded on all sides by woods, fences, and embankments and cannot be seen from any point of public access. The court concluded that this was not an "open" field that invited casual intrusion.  The Court of Appeals for the Sixth Circuit … reversed the District Court. The court concluded that Katz, upon which the District Court relied, had not impaired the vitality of the open fields doctrine. Rather, the open fields doctrine was entirely compatible with Katz' emphasis on privacy. The court reasoned that the "human relations that create the need for privacy do not ordinarily take place" in open fields, and that the property owner's common-law right to exclude trespassers is insufficiently linked to privacy to warrant the Fourth Amendment's protection.                                                             
     In the second case before the court, after receiving an anonymous tip that marihuana was being grown in the woods behind respondent Thornton's residence, two police officers entered the woods by a path between this residence and a neighboring house. They followed a footpath through the woods until they reached two marihuana patches fenced with chicken wire. Later, the officers determined that the patches were on the property of respondent, obtained a warrant to search the property, and seized the marihuana. On the basis of this evidence, respondent was arrested and indicted.    The trial court granted respondent's motion to suppress the fruits of the second search. The warrant for this search was premised on information that the police had obtained during their previous warrantless search, that the court found to be unreasonable. "No Trespassing" signs and the secluded location of the marihuana patches evinced a reasonable expectation of privacy. Therefore, the court held, the open fields doctrine did not apply. 
Reasoning                                                                                                                                          
[bookmark: t9][bookmark: 180]The rule announced in Hester v. United States was founded upon the explicit language of the Fourth Amendment. That Amendment indicates with some precision the places and things encompassed by its protections. As Justice Holmes explained for the Court in his characteristically laconic style: "[T]he special protection accorded by the Fourth Amendment to the people in their `persons, houses, papers, and effects,' is not extended to the open fields. The distinction between the latter and the house is as old as the common law." Nor are the open fields "effects" within the meaning of the Fourth Amendment. In this respect, it is suggestive that James Madison's proposed draft of what became the Fourth  Amendment preserves "[t]he rights of the people to be secured in their persons, their houses, their papers, and their other property, from all unreasonable searches and seizures . . . ." Although Congress' revisions of Madison's proposal broadened the scope of the Amendment in some respects, the term "effects" is less inclusive than "property" and cannot be said to encompass open fields. We conclude, as did the Court in deciding Hester v. United States, that the government's intrusion upon the open fields is not one of those "unreasonable searches" proscribed by the text of the Fourth Amendment.                                                                                                  
     In this light, the rule of Hester v. United States, that we reaffirm today, may be understood as providing that an individual may not legitimately demand privacy for activities conducted out of doors in fields, except in the area immediately surrounding the home.  Open fields do not provide the setting for those intimate activities that the Amendment is intended to shelter from government interference or surveillance. There is no societal interest in protecting the privacy of those activities, such as the cultivation of crops, that occur in open fields. Moreover, as a practical matter these lands usually are accessible to the public and the police in ways that a home, an office, or commercial structure would not be. It is not generally true that fences or "No Trespassing" signs effectively bar the public from viewing open fields in rural areas. And both petitioner Oliver and respondent Thornton concede that the public and police lawfully may survey lands from the air.  For these reasons, the asserted expectation of privacy in open fields is not an expectation that "society recognizes as reasonable."   The historical underpinnings of the open fields doctrine also demonstrate that the doctrine is consistent with respect for "reasonable expectations of privacy." As Justice Holmes, writing for the Court, observed in Hester,the common law distinguished "open fields" from the "curtilage," the land immediately surrounding and associated with the home. The distinction implies that only the curtilage, not the neighboring open fields, warrants the Fourth Amendment protections that attach to the home. At common law, the curtilage is the area to which extends the intimate activity associated with the "sanctity of a man's home and the privacies of life," and has been considered part of the home itself for Fourth Amendment purposes. Thus, courts have extended Fourth Amendment protection to the curtilage; and they have defined the curtilage, as did the common law, by reference to the factors that determine whether an individual reasonably may expect that an area immediately adjacent to the home will remain private. Conversely, the common law implies, as we reaffirm today, that no expectation of privacy legitimately attaches to open fields. We conclude, from the text of the Fourth Amendment and from the historical and contemporary understanding of its purposes, that an individual has no legitimate expectation that open fields will remain free from warrantless intrusion by government officers.                                                                                                                                
  Nor would a case-by-case approach provide a workable accommodation between the needs of law enforcement and the interests protected by the Fourth Amendment. Under this approach, police officers would have to guess before every search whether landowners had erected fences sufficiently high, posted a sufficient number of warning signs, or located contraband in an area sufficiently secluded to establish a right of privacy. The lawfulness of a search would turn on "`[a] highly sophisticated set of rules, qualified by all sorts of ifs, ands, and buts and requiring the drawing of subtle nuances and hairline distinctions . . . .'" This Court repeatedly has acknowledged the difficulties created for courts, police, and citizens by an ad hoc, case-by-case definition of Fourth Amendment standards to be applied in differing factual circumstances. The ad hoc approach not only makes it difficult for the policeman to discern the scope of his authorityit also creates a danger that constitutional  rights will be arbitrarily and inequitably enforced.                                                                                                                 
     Initially, we reject the suggestion that steps taken to protect privacy establish that expectations of privacy in an open field are legitimate. It is true, of course, that petitioner Oliver and respondent Thornton, in order to conceal their criminal activities, planted the marihuana upon secluded land and erected fences and "No Trespassing" signs around the property. And it may be that because of such precautions, few members of the public stumbled upon the marihuana crops seized by the police. Neither of these suppositions demonstrates, however, that the expectation of privacy was legitimate in the sense required by the Fourth Amendment. The test of legitimacy is not whether the individual chooses to conceal assertedly "private" activity. Rather, the correct inquiry is whether the government's intrusion infringes upon the personal   and societal values protected by the Fourth Amendment. As we have explained, we find no basis for concluding that a police inspection of open fields accomplishes such an infringement.                                                      
Holding                                                                                                                                          We conclude that the open fields doctrine, as enunciated in Hester, is consistent with the plain language of the Fourth Amendment and its historical purposes. Moreover, Justice Holmes' interpretation of the Amendment in Hester accords with the "reasonable expectation of privacy" analysis developed in subsequent decisions of this Court.   
Marshall, J., with whom Brennan, J. and Stevens J., join, dissenting                                                          In each of these consolidated cases, police officers, ignoring clearly visible "No Trespassing" signs, entered upon private land in search of evidence of a crime. At a spot that could  not be seen from any vantage point accessible to the public, the police discovered contraband, which was subsequently used to incriminate the owner of the land. In neither case did the police have a warrant authorizing their activities. The Court holds that police conduct of this sort does not constitute an "unreasonable search" within the meaning of the Fourth Amendment. The Court reaches that startling conclusion by two independent analytical routes. First, the Court argues that, because the Fourth Amendment by its terms renders people secure in their "persons, houses, papers, and effects," it is inapplicable to trespasses upon land not lying within the curtilage of a dwelling.  Second, the Court contends that "an individual may not legitimately demand privacy for activities conducted out of doors in fields, except in the area immediately surrounding the home." Because I cannot agree with either of these propositions, I dissent.                                                                                                                                                
     It is undisputed that Oliver and Thornton each owned the land into which the police intruded. That fact alone provides considerable support for their assertion of legitimate privacy interests in their woods and fields. But even more telling is the nature of the sanctions that Oliver and Thornton could invoke, under local law, for violation of their property rights. In Kentucky, a knowing entry upon fenced or otherwise enclosed land, or upon unenclosed land conspicuously posted with signs excluding the public, constitutes criminal trespass. The law in Maine is similar. An intrusion into "any place from which [the intruder] may lawfully be excluded and which is posted in a manner prescribed by law or in a manner reasonably likely to come to the attention of intruders or which is fenced or otherwise enclosed" is a crime. Thus, positive law not only recognizes the legitimacy of Oliver's and Thornton's insistence that strangers keep off their land, but subjects those who refuse to respect their wishes to the most severe of penalties - criminal liability. Under these circumstances, it is hard to credit the Court's assertion that Oliver's and Thornton's expectations of privacy were not of a sort that society is prepared to recognize as reasonable. Privately owned woods and fields that are not exposed to public view regularly are employed in a variety of ways that society acknowledges deserve privacy. Many landowners like to take solitary walks on their property, confident that they will not be confronted in their rambles by strangers or policemen. Others conduct agricultural businesses on their property. Some landowners use their secluded spaces to meet lovers, others to gather together with fellow worshippers, still others to engage in sustained creative endeavor. Private land is sometimes used as a refuge for wildlife, where flora and fauna are protected from human intervention of any kind. Our respect for the freedom of landowners to use  their posted "open fields" in ways such as these partially explains the seriousness with which the positive law regards deliberate invasions of such spaces, and substantially reinforces the landowners' contention that their expectations of privacy are "reasonable." Whether a person "took normal precautions to maintain his privacy" in a given space affects whether his interest is one protected by the Fourth Amendment. The reason why such precautions are relevant is that we do not insist that a person who has a right to exclude others exercise that right. A claim to privacy is therefore strengthened by the fact that the claimant somehow manifested to other people.   
    A clear, easily administrable rule emerges from the analysis set forth above: Private land marked in a fashion sufficient to render entry thereon a criminal trespass under the law of the State in which the land lies is protected by the Fourth Amendment's proscription of unreasonable searches and seizures. One of the advantages of the foregoing rule is that it draws upon a doctrine already familiar to both citizens and government officials. In each jurisdiction, a substantial body of statutory and case law defines the precautions a landowner must take in order to avail himself of the sanctions of the criminal law. The police know that body of law, because they are entrusted with responsibility for enforcing it against the public; it therefore would not be difficult for the police to abide by it themselves. By contrast, the doctrine announced by the Court today is incapable of determinate application. Police officers, making warrantless entries upon private land, will be obliged in the future to make on-the-spot judgments as to how far the curtilage extends, and to stay outside that zone. In addition, we may expect to see a spate of litigation over the question of how much improvement is necessary to remove private land from the category of "unoccupied or undeveloped area" to which the "open fields exception" is now deemed applicable. . 
Questions for Discussion
1. Why do open fields lack a reasonable expectation of privacy?                                               2.    What is the reason that the Supreme Court concludes that “no trespassing” signs do not create an expectation of privacy in open fields?                                                                        3.    Are you persuaded by Justice Marshall’s argument that open fields under certain circumstances should be considered to retain an expectation of privacy.                                            
 DOES CURTILAGE POSSESS AN EXPECTATION OF PRIVACY FROM AERIAL SURVEILLANCE?
FLORIDA V. RILEY
488 U.S. 4445 (1981) White, J.

Issue
The Florida Supreme Court addressed the following question: "Whether surveillance of the interior of a partially covered greenhouse  in a residential backyard from the vantage point of a helicopter located 400 feet above the greenhouse constitutes a `search' for which a warrant is required under the Fourth Amendment .  The court answered the question in the affirmative, and we granted the State's petition for certiorari challenging that conclusion.  
Facts                                                                                                                         Respondent Riley lived in a mobile home located on five acres of rural property. A greenhouse was located 10 to 20 feet behind the mobile home. Two sides of the greenhouse were enclosed. The other two sides were not enclosed but the contents of the greenhouse were obscured from view from surrounding property by trees, shrubs, and the mobile home. The greenhouse was covered by corrugated roofing panels, some translucent and some opaque. At the time relevant to this case, two of the panels, amounting to approximately 10% of the roof area, were missing. A wire fence surrounded the mobile home and the greenhouse, and the property was posted with a "DO NOT ENTER" sign.  This case originated with an anonymous tip to the Pasco County Sheriff's office that marijuana was being grown on respondent's property. When an investigating officer discovered that he could not see the contents of the greenhouse from the road, he circled twice over respondent's property in a helicopter at the height of 400 feet. With his naked eye, he was able to see through the openings in the roof and one or more of the open sides of the greenhouse and to identify what he thought was marijuana growing in the structure. A warrant  was obtained based on these observations, and the ensuing search revealed marijuana growing in the greenhouse. Respondent was charged with possession of marijuana under Florida law. The trial court granted his motion to suppress; the Florida Court of Appeals reversed but certified the case to the Florida Supreme Court, which quashed the decision of the Court of Appeals and reinstated the trial court's suppression order.                                                                                                       Reasoning
As a general proposition, the police may see what may be seen "from a public vantage point where [they have] a right to be." Thus the police, like the public, would have been free to inspect the backyard garden from   the street if their view had been unobstructed. They were likewise free to inspect the yard from the vantage point of an aircraft flying in the navigable airspace as this plane was. "In an age where private and commercial flight in the public airways is routine, it is unreasonable for respondent to expect that his marijuana plants were constitutionally protected from being observed with the naked eye from an altitude of 1,000 feet. The Fourth Amendment simply does not require the police traveling in the public airways at this altitude to obtain a warrant in order to observe what is visible to the naked eye."  
     Riley no doubt intended and expected that his greenhouse would not be open to public inspection, and the precautions he took protected against ground-level observation. Because the sides and roof of his greenhouse were left partially open, however, what was growing in the greenhouse was subject to viewing from the air. Under the holding in Ciraolo, Riley could not reasonably have expected the contents of his greenhouse to be immune from examination by an officer seated in a fixed-wing aircraft flying in navigable airspace at an altitude of 1,000 feet or, as the Florida Supreme Court seemed to recognize, at an altitude of 500 feet, the lower limit of the navigable airspace for such an aircraft. Here, the inspection was made from a helicopter, but as is the case with fixed-wing planes, "private and commercial flight [by helicopter] in the public airways is routine" in this country, and there is no indication that such flights are unheard of in Pasco County, Florida. Riley could not reasonably  have expected that his greenhouse was protected from public or official observation from a helicopter had it been flying within the navigable airspace for fixed-wing aircraft.                                                                 
     Nor on the facts before us, does it make a difference for Fourth Amendment purposes that the helicopter was flying at 400 feet when the officer saw what was growing in the greenhouse through the partially open roof and sides of the structure. We would have a different case if flying at that altitude had been contrary to law or regulation. But helicopters are not bound by the lower limits of the navigable airspace allowed to other aircraft. Any member of the public could legally have been flying over Riley's property in a helicopter at the altitude of 400 feet and could have observed Riley's greenhouse. The police officer did no more. This is not to say that an inspection of the curtilage of a house from an aircraft will always pass muster under the Fourth Amendment simply because the plane is within the navigable airspace specified by law. But it is of obvious importance that the helicopter in this case was not violating the law, and there is nothing in the record or before us to suggest that helicopters flying at 400 feet are sufficiently rare in this country to lend substance to respondent's claim that he reasonably anticipated that his greenhouse would not be subject to observation from that altitude. Neither is there any intimation here that the helicopter interfered with respondent's normal use of the greenhouse or of other parts of the curtilage. As far as this record reveals, no intimate details connected with the use of the home or curtilage were observed, and there was no undue noise, and no wind, dust, or threat of injury. In these circumstances, there was no violation of the Fourth Amendment. The judgment of the Florida Supreme Court is accordingly reversed. 
[bookmark: 456]   
Brennan, J. with whom Marshall J. and Stevens J. join dissenting  
The Court holds today that police officers need not obtain a warrant based on probable cause before circling in a helicopter 400 feet above a home in order to investigate what is taking place behind the walls of the curtilage. I cannot agree that the Fourth Amendment to the Constitution, which safeguards "[t]he right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures," tolerates such an intrusion on privacy and personal security. 
 
     The plurality undertakes no inquiry into whether low-level helicopter surveillance by the police of activities in an enclosed  backyard is consistent with the "aims of a free and open society." Instead, it summarily concludes that Riley's expectation of privacy was unreasonable because "[a]ny member of the public could legally have been flying over Riley's property in a helicopter at the altitude of 400 feet and could have observed Riley's greenhouse." This observation is, in turn, based solely on the fact that the police helicopter was within the airspace within which such craft are allowed by federal safety regulations to fly. I agree, of course, that "[w]hat a person knowingly exposes to the public . . . is not a subject of Fourth Amendment protection." But I cannot agree that one "knowingly exposes [an area] to the public" solely because a helicopter may legally fly above it. Under the plurality's exceedingly grudging Fourth Amendment theory, the expectation of privacy is defeated if a single member of the public could conceivably position herself to see into the area in question without doing anything illegal. It is defeated whatever the difficulty a person would have in so positioning herself, and however infrequently anyone would in fact do so. In taking this view the plurality ignores the very essence of Katz. The reason why there is no reasonable expectation of privacy in an area that is exposed to the public is that little diminution in "the amount of privacy and freedom remaining to citizens" will result from police surveillance of something that any passerby readily sees. To pretend, as the plurality opinion does, that the same is true when the police use a helicopter to peer over high fences is, at best, disingenuous. Notwithstanding the plurality's statistics about the number of helicopters registered in this country, can it seriously be questioned that Riley enjoyed virtually complete privacy in his backyard greenhouse, and that that privacy was invaded solely by police helicopter surveillance? Is the theoretical possibility that any member of the public (with sufficient means) could also have hired a helicopter and looked over Riley's fence of any relevance at all in determining  whether Riley suffered a serious loss of privacy and personal security through the police action? The police officer positioned 400 feet above Riley's backyard was not, however, standing on a public road. The vantage point he enjoyed was not one any citizen could readily share. His ability to see over Riley's fence depended on his use of a very expensive and sophisticated piece of machinery to which few ordinary citizens have access. In such circumstances it makes no more sense to rely on the legality of the officer's position in the skies than it would to judge the constitutionality of the wiretap in Katz by the legality of the officer's position outside the telephone booth. The simple inquiry whether the police officer had the legal right to be in the position from which he made his observations cannot suffice, for we cannot assume that Riley's curtilage was so open to the observations of passersby in the skies that he retained little privacy or personal security to be lost to police surveillance. The question before us must be not whether the police were where they had a right to be, but whether public observation of Riley's curtilage was so commonplace that Riley's expectation of privacy in his backyard could not be considered reasonable. To say that an invasion of Riley's privacy from the skies was not impossible is most emphatically not the same as saying that his expectation of privacy within his enclosed curtilage was not "one that society is prepared to recognize as `reasonable.'" 
Questions for Discussion                                                                                                             1.  Why does Riley argue that the police search and seizure of the marijuana was unlawful?                                                                                                                                     2.   Summarize the decision of the Supreme Court.                                                                      3.   Are you persuaded by the argument of the dissent.                                                                   4.   Would the precedent established in Riley permit the police to employ technology that permitted them to look inside Riley’s mobile home?
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FLORIDA V. JARDINES

Scalia, J.
Issue
We consider whether using a drug-sniffing dog on a homeowner’s porch to investigate the contents of the home is a “search” within the meaning of the Fourth Amendment.

Facts
In 2006, Detective William Pedraja of the Miami-Dade Police Department received an unverified tip that marijuana was being grown in the home of respondent Joelis Jardines. One month later, the Department and the Drug Enforcement Administration sent a joint surveillance team to Jardines’ home. Detective Pedraja was part of that team. He watched the home for fifteen minutes and saw no vehicles in the driveway or activity around the home, and could not see inside because the blinds were drawn. Detective Pedraja then approached Jardines’ home accompanied by Detective Douglas Bartelt, a trained canine handler who had just arrived at the scene with his drug-sniffing dog. The dog was trained to detect the scent of marijuana,  cocaine, heroin, and several other drugs, indicating the presence of any of these substances through particular behavioral changes recognizable by his handler.
   Detective Bartelt had the dog on a six-foot leash, owing in part to the dog’s “wild” nature,  and tendency to dart around erratically while searching. As the dog approached Jardines’ front porch, he apparently sensed one of the odors he had been trained to detect, and began energetically exploring the area for the strongest point source of that odor. As Detective Bartelt explained, the dog “began tracking that airborne odor by . . . tracking back and forth,” engaging in what is called “bracketing,” “back and forth, back and forth.” Detective Bartelt gave the dog “the full six feet of the leash plus whatever safe distance [he could] give him” to do this—he testified that he needed to give the dog “as much distance as I can.” And Detective Pedraja stood back while this was occurring, so that he would not “get knocked over” when the dog was “spinning around trying to find” the source. 
    After sniffing the base of the front door, the dog sat, which is the   trained behavior upon discovering the odor’s strongest point. Detective Bartelt then pulled the dog away from the door and returned to his vehicle. He left the scene after informing Detective Pedraja that there had been a positive alert for narcotics.
    On the basis of what he had learned at the home, Detective Pedraja applied for and received a warrant to search the residence. When the warrant was executed later that day, Jardines attempted to flee and was arrested; the search revealed marijuana plants, and he was charged with trafficking in cannabis.
     At trial, Jardines moved to suppress the marijuana plants on the ground that the canine investigation was an unreasonable search. The trial court granted the motion, and the Florida Third District Court of Appeal reversed. On a petition for discretionary review, the Florida Supreme Court quashed the decision of the Third District Court of Appeal and approved the trial court’s decision to suppress, holding (as relevant here) that the use of the trained narcotics dog to investigate Jardines’ home was a Fourth Amendment search unsupported by probable cause, rendering invalid the warrant based upon information gathered in that search..
Reasoning
 The Fourth Amendment …establishes a simple baseline, one that for much of our history formed the exclusive basis for its protections: When “the Government obtains information by physically intruding” on persons, houses, papers, or effects, “a ‘search’ within the original meaning of the Fourth Amendment” has “undoubtedly occurred.” By reason of our decision in Katz v. United States, property rights “are not the sole measure of Fourth Amendment violations,” )but though Katz may add to the baseline, it does not subtract anything from the Amendment’s protections “when the Government does engage in [a] physical intrusion of a constitutionally protected area,” 
    That principle renders this case a straightforward one. The officers were gathering information in an area belonging to Jardines and immediately surrounding his house—in the curtilage of the house, which we have held enjoys protection as part of the home itself. And they gathered that information by physically entering and occupying the area to engage in conduct not explicitly or implicitly permitted by the homeowner.
   The Fourth Amendment “indicates with some precision the places and things encompassed by its protections”: persons, houses, papers, and effects. The Fourth Amendment does not, therefore, prevent all investigations conducted on private property; for example, an officer may (subject to Katz) gather information in what we have called “open fields”—even if those fields are privately owned—because such fields are not enumerated in the Amendment’s text. 

    But when it comes to the Fourth Amendment, the home is first among equals. At the Amendment’s “very core” stands “the right of a man to retreat into his own home and there be free from unreasonable   governmental intrusion.” This right would be of little practical value if the State’s agents could stand in a home’s porch or side garden and trawl for evidence with impunity; the right to retreat would be significantly diminished if the police could enter a man’s property to observe his repose from just outside the front window.
    We therefore regard the area “immediately surrounding and associated with the home”—what our cases call the curtilage—as “part of the home itself for Fourth Amendment purposes.” That principle has ancient and durable roots. Just as the distinction between the home and the open fields is “as old as the common law,” so too is the identity of home and what Blackstone called the “curtilage or homestall,” for the “house protects and privileges all its branches and appurtenants.” This area around the home is “intimately linked to the home, both physically and psychologically,” and is where “privacy expectations are most heightened.” 
    While the boundaries  of the curtilage are generally “clearly marked,” the “conception defining the curtilage” is at any rate familiar enough that it is “easily understood from our daily experience.”. Here there is no doubt that the officers entered it: The front porch is the classic exemplar of an area adjacent to the home and “to which the activity of home life extends.” 



     Since the officers’ investigation took place in a constitutionally protected area, we turn to the question of whether it was accomplished through an unlicensed physical intrusion. 1 While law enforcement officers need not “shield their eyes” when passing by the home “on public thoroughfares,” an officer’s leave to gather information is sharply circumscribed when he steps off those thoroughfares and enters the Fourth Amendment’s protected areas. In permitting, for example, visual observation of the home from “public navigable airspace,” we were careful to note that it was done “in a physically nonintrusive manner.”  Entick v. Carrington, 2 Wils. K. B. 275, 95 Eng. Rep. 807 (K. B. 1765), a case “undoubtedly familiar” to “every American statesman” at the time of the Founding,  states the general rule clearly: “[O]ur law holds the property of every man so sacred, that no man can set his foot upon his neighbour’s close without his leave.”. As it is undisputed that the detectives had all four of their feet and all four of their companion’s firmly planted on the constitutionally protected extension of Jardines’ home, the only question is whether he had given his leave (even implicitly) for them to do so. He had not.
 
“A license may be implied from the habits of the country,” notwithstanding the “strict rule of the English common law as to entry upon a close.” We have accordingly recognized that “the  knocker on the front door is treated as an invitation or license to attempt an entry, justifying ingress to the home by solicitors, hawkers and peddlers of all kinds.” This implicit license typically permits the visitor to approach the home by the front path, knock promptly, wait briefly to be received, and then (absent invitation to linger longer) leave. Complying with the terms of that traditional invitation does not require fine-grained legal knowledge; it is generally managed without incident by the Nation’s Girl Scouts and trick-or-treaters. 2 Thus, a police officer not armed with a warrant may approach a home and knock, precisely because that is “no more than any private citizen might do.” 
    But introducing a trained police dog to explore the area around the home in hopes of discovering incriminating evidence is something else. There is no customary invitation to do that. An invitation to engage in canine forensic investigation assuredly does not inhere in the very act of hanging a knocker. 3 To find a visitor knocking on the door is routine (even if sometimes unwelcome); to spot that same visitor exploring the front path with a metal detector, or marching his bloodhound into the garden before saying hello and asking permission, would inspire most of us to—well, call the police. The scope of a license—express or implied—is limited not only to a particular area but also to a specific purpose. Consent at a traffic stop to an officer’s checking out an anonymous tip that there is a body in the trunk does not permit the officer to rummage through the trunk for narcotics.  Here, the background social norms that invite a visitor to the front door do not invite him there to conduct a search. 4
      The State points to our decisions holding that the subjective intent of the officer is irrelevant.. But those cases merely hold that a stop or search that is objectively reasonable is not vitiated by the fact that the officer’s real reason for making the stop or search has nothing to do with the validating reason. Thus, the defendant will not be heard to complain that although he was speeding the officer’s real reason for the stop was racial harassment. Here, however, the question before the court is precisely whether the officer’s conduct was an objectively reasonable search. As  we have described, that depends upon whether the officers had an implied license to enter the porch, which in turn depends upon the purpose for which they entered. Here, their behavior objectively reveals a purpose to conduct a search, which is not what anyone would think he had license to do.
     The State argues that investigation by a forensic narcotics dog by definition cannot implicate any legitimate privacy interest. The State cites for authority our decision in United States v. Place, which held, respectively, that canine inspection of luggage in an airport, chemical testing of a substance that had fallen from a parcel in transit, and canine inspection of an automobile during a lawful traffic stop, do not violate the “reasonable expectation of privacy” described in Katz.
    Just last Term, we considered an argument much like this. Jones held that tracking an automobile’s whereabouts using a physically-mounted GPS receiver is a Fourth Amendment search. The Government argued that the Katz standard “show[ed] that no search occurred,” as the defendant had “no ‘reasonable  expectation of privacy’” in his whereabouts on the public roads,—a proposition with at least as much support in our case law as the one the State marshals here. But because the GPS receiver had been physically mounted on the defendant’s automobile (thus intruding on his “effects”), we held that tracking the vehicle’s movements was a search: a person’s “Fourth Amendment rights do not rise or fall with the Katz formulation.” The Katz reasonable-expectations test “has been added to, not substituted for,” the traditional property-based understanding of the Fourth Amendment, and so is unnecessary to consider when the government gains evidence by physically intruding on constitutionally protected areas. 
     Thus, we need not decide whether the officers’ investigation of Jardines’ home violated his expectation of privacy under Katz. One virtue of the Fourth Amendment’s property-rights baseline is that it keeps easy cases easy. That the officers learned what they learned only by physically intruding on Jardines’ property  to gather evidence is enough to establish that a search occurred.
     For a related reason we find irrelevant the State’s argument (echoed by the dissent) that forensic dogs have been commonly used by police for centuries. This argument is apparently directed to our holding in Kyllo v. United States,  that surveillance of the home is a search where “the Government uses a device that is not in general public use” to “explore details of the home that would previously have been unknowable without physical intrusion.” But the implication of that statement (inclusio unius est exclusio alterius) is that when the government uses a physical intrusion to explore details of the home (including its curtilage), the antiquity of the tools that they bring along is irrelevant.
Holding
The government’s use of trained police dogs to investigate the home and its immediate surroundings is a “search” within the meaning of the Fourth Amendment. The judgment of the Supreme Court of Florida is therefore affirmed.

 





Justice Kagan with whom Ginsburg J., and Sotomayor, J. join concurring



For me, a simple analogy clinches this case—and does   so on privacy as well as property grounds. A stranger comes to the front door of your home carrying super-high-powered binoculars.  He doesn’t knock or say hello. Instead, he stands on the porch and uses the binoculars to peer through your windows, into your home’s furthest corners. It doesn’t take long (the binoculars are really very fine): In just a couple of minutes, his uncommon behavior allows him to learn details of your life you disclose to no one. Has your “visitor” trespassed on your property, exceeding the license you have granted to members of the public to, say, drop off the mail or distribute campaign flyers? Yes, he has. And has he also invaded your “reasonable expectation of privacy,” by nosing into intimacies you sensibly thought protected from disclosure? Yes, of course, he has done that too.
     That case is this case in every way that matters. Here, police officers came to Joelis Jardines’ door with a super-sensitive instrument, which they deployed to detect things inside that they could not perceive unassisted. The equipment they used was animal, not mineral. But contra the  dissent,  that is of no significance in determining whether a search occurred. Detective Bartelt’s dog was not your neighbor’s pet, come to your porch on a leisurely stroll. As this Court discussed earlier this Term, drug-detection dogs are highly trained tools of law enforcement, geared to respond in distinctive ways to specific scents so as to convey clear and reliable information to their human partners. They are to the poodle down the street as high-powered binoculars are to a piece of plain glass. Like the binoculars, a drug-detection dog is a specialized device for discovering objects not in plain view (or plain smell). And as in the hypothetical above, that device was aimed here at a home—the most private and inviolate (or so we expect) of all the places and things the Fourth Amendment protects. Was this activity a trespass? Yes, as the Court holds to-day. Was it also an invasion of privacy? Yes, that as well.
     The Court today treats this case under a property rubric; I write separately to note that I could just as happily have decided it by looking to Jardines’ privacy interests. A decision along those lines would have looked . . . well, much like this one. It would have talked about “‘the right of a man to retreat into his own home and there be free from unreasonable governmental intrusion.’”. It would have insisted on maintaining the “practical value” of that right by preventing police officers from standing in an adjacent space and “trawl[ing] for evidence with impunity.”  It would have explained that “‘privacy expectations are most heightened’” in the home and the surrounding area. And it would have determined that police officers invade those shared expectations when they use trained canine assistants to reveal within the confines of a home what they could not otherwise have found there. 
     It is not surprising that in a case involving a search of a home, property concepts and privacy concepts should so align. The law of property “naturally enough influence[s]” our “shared social expectations” of what places should   be free from governmental incursions. And so the sentiment “my home is my own,” while originating in property law, now also denotes a common understanding—extending even beyond that law’s formal protections—about an especially private sphere. Jardines’ home was his property; it was also his most intimate and familiar space. The analysis proceeding from each of those facts, as today’s decision reveals, runs mostly along the same path.
      I can think of only one divergence: If we had decided this case on privacy grounds, we would have realized that Kyllo v. United States, already resolved it. The Kyllo Court held that police officers conducted a search when they used a thermal-imaging device to detect heat emanating from a private home, even though they committed no trespass. Highlighting our intention to draw both a “firm” and a “bright” line at “the entrance to the house,” we announced the following rule:

[bookmark: 1290-22]“Where, as here, the Government uses a device that is not in general public use, to explore details of the home that would previously have been unknowable  [*22] without physical intrusion, the surveillance is a ‘search’ and is presumptively unreasonable without a warrant.” 

      That “firm” and “bright” rule governs this case: The police officers here conducted a search because they used a “device . . . not in general public use” (a trained drug-detection dog) to “explore details of the home” (the presence of certain substances) that they would not otherwise have discovered without entering the premises.
 And again, the dissent’s argument that the device is just a dog cannot change the equation. As Kyllo made clear,  the “sense-enhancing” tool at issue may be “crude” or “sophisticated,” may be old or new (drug-detection dogs actually go back not “12,000 years” or “centuries,” but only a few decades), may be either smaller or bigger than a breadbox; still, “at least where (as here)” the device is not “in general public use,” training it on a home violates our “minimal expectation of privacy”—an expectation “that exists, and that is acknowledged to be reasonable.” That does not mean the device is off-limits, as the dissent implies  it just means police officers cannot use it to examine a home without a warrant or exigent circumstance. 
    With these further thoughts, suggesting that a focus on Jardines’ privacy interests would make an “easy cas[e] easy” twice over, ante, at 10, I join the Court’s opinion in full.









.




Justice Alito with whom Roberts, C.J. Kennedy, J. and Breyer, J. join dissenting

The law of trespass generally gives members of the public a license to use a walkway to approach the front door of a house and to remain there for a brief time. This license is not limited to persons who intend to speak to an occupant or who actually do so. (Mail carriers and persons delivering packages and flyers are examples of individuals who may lawfully approach a front door without intending to converse.) Nor is the license restricted to categories of visitors whom an occupant of the dwelling is likely to welcome; as the Court acknowledges, this license applies even to “solicitors, hawkers and peddlers of all kinds.”  And the license even extends to police officers who wish to gather evidence against an occupant (by asking potentially incriminating questions).
     According to the Court, however, the police officer in this case, Detective Bartelt, committed a trespass because he was accompanied during his otherwise lawful visit to the front door of respondent’s house by his dog, Franky.  Where is the authority evidencing such a rule? Dogs have been domesticated for about 12,000 years; they were ubiquitous in both this country and Britain at the time of the adoption of the Fourth Amendment; and their acute sense of smell has been used in law enforcement for centuries. Yet the Court has been unable to find a single case—from the United States or any other common-law nation—that supports the rule on which its decision is based. Thus, trespass law provides no support for the Court’s holding today.
     The Court’s decision is also inconsistent with the reasonable-expectations-of-privacy test that the Court adopted in Katz v. United States.. A reasonable person understands that odors emanating from a house may be detected from locations that are open to the public, and a reasonable person will not count on the strength of those odors remaining within the range that, while detectible by a dog, cannot be smelled by a human.
   For these reasons, I would hold that no search within the meaning of the Fourth Amendment took place in this case, and I would reverse the decision below.
    The opinion of the Court may leave a reader with the mistaken impression that Detective Bartelt and Franky remained on respondent’s property for a prolonged period of time and conducted a far-flung exploration of the front yard. But that is not what happened.
    Detective Bartelt and Franky approached the front door via the driveway and a paved path—the route that any visitor would customarily use 4—and Franky was on the kind of leash that any dog owner might employ. 5 As Franky approached the door, he started to track an airborne odor. He held his head high and began “bracketing” the area (pacing back and forth) in order to determine the strongest source of the smell. Detective Bartelt knew “the minute [he] observed” this behavior that Franky had detected drugs. Upon locating the odor’s strongest source, Franky sat at the base of the front door, and at this point, Detective Bartelt and Franky immediately returned to their patrol car. 
     A critical fact that the Court omits is that, as respondent’s counsel explained at oral argument, this entire process—walking down the driveway and front path to the front door, waiting for Franky to find the strongest source of the odor, and walking back to the car—took approximately a minute or two. Tr. of Oral Arg. 57-58. Thus, the amount of time that Franky and the detective remained at the front porch was even less. The Court also fails to mention that, while Detective Bartelt apparently did not personally smell the odor of marijuana coming from the house, another officer who subsequently stood on the front porch, Detective Pedraja, did notice that smell and was able to identify it. The Court concludes that the conduct in this case was a search because Detective Bartelt exceeded the boundaries of the license to approach the house that is recognized by the law of trespass, but the Court’s interpretation of the scope of that license is unfounded.
    It is said that members of the public may lawfully proceed along a walkway leading to the front door of a house because custom grants them a license to do so.. This rule encompasses categories of visitors whom most homeowners almost certainly wish to allow to approach their front doors—friends, relatives, mail carriers, persons making deliveries. But it also reaches categories of visitors who are less universally welcome—“solicitors,” “hawkers,” “peddlers,” and the like. The law might attempt to draw fine lines between categories of welcome and unwelcome visitors, distinguishing, for example, between tolerable and intolerable door-to-door peddlers (Girl Scouts selling cookies versus adults selling aluminum siding) or between police officers on agreeable and disagreeable missions (gathering information about a bothersome  neighbor versus asking potentially incriminating questions). But the law of trespass has not attempted such a difficult taxonomy. (“[C]onsent to an entry is often given legal effect even though the entrant has intentions that if known to the owner of the property would cause him for perfectly understandable and generally ethical or at least lawful reasons to revoke his consent”); (“[I]n order to determine if a business invitation is implied, the inquiry is not a subjective assessment of why the visitor chose to visit the premises in a particular instance”); (“there are many cases in which an invitation has been implied from circumstances, such as custom,” and that this test is “objective in that it stresses custom and the appearance of things” as opposed to “the undisclosed intention of the visitor”).
    Of course, this license has certain spatial and temporal limits. A visitor must stick to the path that is typically used to approach a front door, such as a paved walkway. A visitor cannot traipse through the garden, meander into the backyard, or take other circuitous detours that veer from the pathway that a visitor would customarily use. , (police exceeded scope of their implied invitation when they bypassed the front door and proceeded directly to the back yard); (“Any substantial and unreasonable departure from an area where the public is impliedly invited exceeds the scope of the implied invitation . . . ” (internal quotation marks and brackets omitted)); (“[W]hen the police come on to private property to conduct an investigation or for some other legitimate purpose and restrict their movements to places visitors could be expected to go (e.g., walkways, driveways, porches), observations made from such vantage points are not covered by the Fourth Amendment.” 
    Nor, as a general matter, may a visitor come to the front door in the middle of the night without an express invitation. (“Furtive intrusion late at night or in the predawn hours is not conduct that is expected from ordinary visitors. Indeed, if observed by a resident of the premises, it could be a cause for great alarm”).
    Similarly, a visitor may not linger at the front door for an extended period. (“[T]here is no such thing as squatter’s rights on a front porch. A stranger may not plop down uninvited to spend the afternoon in the front porch rocking chair, or throw down a sleeping bag to spend the night, or lurk on the front porch, looking in the windows”). The license is limited to the amount of time it would customarily take to approach the door, pause long enough to see if someone is home, and (if not expressly invited to stay longer), leave.

      As I understand the law of trespass and the scope of the implied license, a visitor who adheres to these limitations is not necessarily required to ring the doorbell, knock on the door, or  attempt to speak with an occupant. For example, mail carriers, persons making deliveries, and individuals distributing flyers may leave the items they are carrying and depart without making any attempt to converse. A pedestrian or motorist looking for a particular address may walk up to a front door in order to check a house number that is hard to see from the sidewalk or road. A neighbor who knows that the residents are away may approach the door to retrieve an accumulation of newspapers that might signal to a potential burglar that the house is unoccupied.
    As the majority acknowledges, this implied license to approach the front door extends to the police. . As we recognized in Kentucky v. King,), police officers do not engage in a search when they approach the front door of a residence and seek to engage in what is termed a “knock and talk,” i.e., knocking on the door and seeking to speak to an occupant for the purpose of gathering evidence. (“When law enforcement officers who are not armed with a warrant knock on a door, they do no more than any private citizen might do”).  ... Even when the objective of a “knock and talk” is to obtain evidence that will lead to the homeowner’s arrest and prosecution, the license to approach still applies. In other words, gathering evidence—even damning evidence—is a lawful activity that falls within the scope of the license to approach. And when officers walk up to the front door of a house, they are permitted to see, hear, and smell whatever can be detected from a lawful vantage point. (“The Fourth Amendment protection of the home has never been extended to require law enforcement officers to shield their eyes when passing by a home on public thoroughfares”); (“[P]olice officers restricting their activity to [areas to which the public is impliedly invited] are permitted the same intrusion and the same level of observation as would be expected from a reasonably respectful citizen.” 
    Detective Bartelt did  not exceed the scope of the license to approach respondent’s front door. He adhered to the customary path; he did not approach in the middle of the night; and he remained at the front door for only a very short period (less than a minute or two).

The Court concludes that Detective Bartelt went too far because he had the “objectiv[e] . . . purpose to conduct a search.”  What this means, I take it, is that anyone aware of what Detective Bartelt did would infer that his subjective purpose was to gather evidence. But if this is the Court’s point, then a standard “knock and talk” and most other police visits would likewise constitute searches. With the exception of visits to serve warrants or civil process, police almost always approach homes with a purpose of discovering information. That is certainly the objective of a “knock and talk.” The Court offers no meaningful way of distinguishing the “objective purpose” of a “knock and talk” from the “objective purpose” of Detective Bartelt’s conduct here.
    The Court contends that a “knock and talk” is different because it involves talking, and “all are invited” to do that. But a   police officer who approaches the front door of a house in accordance with the limitations already discussed may gather evidence by means other than talking. The officer may observe items in plain view and smell odors coming from the house. So the Court’s “objective purpose” argument cannot stand.
    What the Court must fall back on, then, is the particular instrument that Detective Bartelt used to detect the odor of marijuana, namely, his dog. But in the entire body of common-law decisions, the Court has not found a single case holding that a visitor to the front door of a home commits a trespass if the visitor is accompanied by a dog on a leash. On the contrary, the common law allowed even unleashed dogs to wander on private property without committing a trespass. 
     The Court responds that “[i]t is not the dog that is the problem, but the behavior that here involved use of the dog.”  But where is the support in the law of trespass for this proposition? Dogs’ keen sense of smell has been used in law enforcement for centuries. The antiquity of this practice is evidenced by a Scottish law from 1318 that made it a crime to “disturb a tracking dog or the men coming with it for pursuing thieves or seizing malefactors.” If bringing a tracking dog to the front door of a home constituted a trespass, one would expect at least one case to have arisen during the past 800 years. But the Court has found none.
     For these reasons, the real law of trespass provides no support for the Court’s holding today. While the Court claims that its reasoning has “ancient and durable roots,” its trespass rule is really a newly struck counterfeit.
    The concurring opinion attempts to provide an alternative ground for today’s decision, namely, that Detective Bartelt’s conduct violated respondent’s reasonable expectations of privacy. But we have already rejected a very similar, if not  identical argument, see and in any event I see no basis for concluding that the occupants of a dwelling have a reasonable expectation of privacy in odors that emanate from the dwelling and reach spots where members of the public may lawfully stand.
     It is clear that the occupant of a house has no reasonable expectation of privacy with respect to odors that can be smelled by human beings who are standing in such places. …And I would not draw a line between odors that can be smelled by humans and those that are detectible only by dogs.
     Consider the situation from the point of view of the occupant of a building in which marijuana is grown or methamphetamine is manufactured.  ould such an occupant reason as follows? “I know that odors may emanate from my building and that atmospheric conditions, such as the force and direction of the wind, may affect the strength of those odors when they reach a spot where members of the public may lawfully stand. I also know that some people have a much more acute sense of smell than others, 6 and I have no idea who might be standing in one of the spots in question when the odors from my house reach that location. In addition, I know that odors coming from my building, when they reach these locations, may be strong enough to be detected by a dog. But I am confident that they will be so faint that they cannot be smelled by any human being.” Such a finely tuned expectation would be entirely unrealistic, and I see no evidence that society is prepared to recognize it as reasonable.
    In an attempt to show that respondent had a reasonable expectation of privacy in the odor of marijuana wafting from his house, the concurrence argues that this case is just like Kyllo v. United States,  which held that police officers conducted a search when they used a thermal imaging device to detect heat emanating from a house. This Court, however, has already rejected the argument that the use of a drug-sniffing dog is the same as the use of a thermal imaging device. The very argument now advanced by the concurrence appears in Justice Souter’s Caballes dissent. But the Court was not persuaded.

    Contrary to the interpretation propounded by the concurrence, Kyllo is best understood as a decision about the use of new technology. The Kyllo Court focused on the fact that the thermal imaging device was a form of “sense-enhancing technology” that was “not in general public use,” and it expressed concern that citizens would be “at the mercy of advancing technology” if its use was not restricted.A dog, however, is not a new  form of “technology or a “device.” And, as noted, the use of dogs’ acute sense of smell in law enforcement dates back many centuries.
    The concurrence suggests that a Kyllo-based decision would be “much like” the actual decision of the Court, but that is simply not so. The holding of the Court is based on what the Court sees as a “‘physical intrusion of a constitutionally protected area.’” As a result, it does not apply when a dog alerts while on a public sidewalk or street or in the corridor of a building to which the dog and handler have been lawfully admitted.
    The concurrence’s Kyllo-based approach would have a much wider reach. When the police used the thermal imaging device in Kyllo, they were on a public street, and “committed no trespass.” Therefore, if a dog’s nose is just like a thermal imaging device for Fourth Amendment purposes, a search would occur if a dog alerted while on a public sidewalk or in the corridor of an apartment building. And the same would be true if the dog was trained to sniff, not for marijuana, but for more dangerous  quarry, such as explosives or for a violent fugitive or kidnaped child. I see no ground for hampering legitimate law enforcement in this way.
      The conduct of the police officer in this case did not constitute a trespass and did not violate respondent’s reasonable expectations of privacy. I would hold that this conduct was not a search, and I therefore respectfully dissent. 
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Issue
In this case, we consider how a court should determine if the “alert” of a drug-detection dog during a traffic stop provides probable cause to search a vehicle. The Florida Supreme Court held that the State must in every case present an exhaustive set of records, including a log of the dog’s performance in the field, to establish the dog’s reliability
Facts
William Wheetley is a K–9 Officer in the Liberty County, Florida Sheriff’s Office. On June 24, 2006, he was on a routine patrol with Aldo, a German shepherd trained to detect certain narcotics (methamphetamine, marijuana, cocaine, heroin, and ecstasy). Wheetley pulled over respondent Clayton Harris’s truck because it had an expired license plate. On approaching the driver’s-side door, Wheetley saw that Harris was “visibly nervous,” unable to sit still, shaking, and breathing rapidly. Wheetley also noticed an open can of beer in the truck’s cup holder. . Wheetley asked Harris for consent to search the truck, but Harris refused. At that point, Wheetley retrieved Aldo from the patrol car and walked him around Harris’s truck for a “free air sniff.”  Aldo alerted at the driver’s-side door handle—signaling, through a distinctive set of behaviors, that he smelled drugs there. 
    Wheetley concluded, based principally on Aldo’s alert, that he had probable cause to search the truck. His search did not turn up any of the drugs Aldo was trained to detect. But it did reveal 200 loose pseudoephedrine pills, 8,000 matches, a bottle of hydrochloric acid, two containers of antifreeze, and a coffee filter full of iodine crystals—all ingredients for making methamphetamine. Wheetley accordingly arrested Harris, who admitted after proper Miranda warnings that he routinely “cooked” methamphetamine at his house and could not go “more than a few days without using” it. The State charged Harris with possessing pseudoephedrine for use in manufacturing methamphetamine. 
While out on bail, Harris had another run-in with Wheetley and Aldo. This time, Wheetley pulled Harris over for a broken brake light. Aldo again sniffed the truck’s exterior, and again alerted at the driver’s-side door handle. Wheetley once more searched the truck, but on this occasion discovered nothing of interest.                                                     
    Harris moved to suppress the evidence found in his truck on the ground that Aldo’s alert had not given Wheetley probable cause for a search. At the hearing on that motion, Wheetley testified about both his and Aldo’s training in drug detection. In 2004, Wheetley (and a different dog) completed a 160-hour course in narcotics detection offered by the Dothan, Alabama Police Department, while Aldo (and a different handler) completed a similar, 120-hour course given by the Apopka, Florida Police Department. That same year, Aldo received a one-year certification from Drug Beat, a private company that specializes in testing and certifying K–9 dogs. Wheetley and Aldo teamed up in 2005 and went through another, 40-hour refresher course in Dothan together. They also did four hours of training exercises each week to maintain their skills. Wheetley would hide drugs in certain ve- hicles or buildings while leaving others “blank” to determine whether Aldo alerted at the right places. According to Wheetley, Aldo’s performance in those exercises was “really good.”  The State introduced “Monthly Canine Detection Training Logs” consistent with that testimony: They showed that Aldo always found hidden drugs and that he performed “satisfactorily” (the higher of two possible assessments) on each day of training.                                                                          
    On cross-examination, Harris’s attorney chose not to contest the quality of Aldo’s or Wheetley’s training. She focused instead on Aldo’s certification and his performance in the field, particularly the two stops of Harris’s truck. Wheetley conceded that the certification (which, he noted, Florida law did not require) had expired the year before he pulled Harris over.  Wheetley also acknowledged that he did not keep complete records of Aldo’s performance in traffic stops or other field work; instead, he maintained records only of alerts resulting in arrests.  But Wheetley defended Aldo’s two alerts to Harris’s seemingly narcotics-free truck: According to Wheetley, Harris probably transferred the odor of methamphetamine to the door handle, and Aldo responded to that “residual odor.”                                                                                                                                          
    The trial court concluded that Wheetley had probable cause to search Harris’s truck and so denied the motion to suppress. Harris then entered a no-contest plea while reserving the right to appeal the trial court’s ruling. An intermediate state court summarily affirmed.                                                                                                                  
    The Florida Supreme Court reversed, holding that Wheetley lacked probable cause to search Harris’s vehicle under the Fourth Amendment “[W]hen a dog alerts,” the court wrote, “the fact that the dog has been trained and certified is simply not enough to establish probable cause.” To demonstrate a dog’s reliability, the State needed to produce a wider array of evidence: 
“[T]he State must present . . . the dog’s training and certification records, an explanation of the meaning of the particular training and certification, field performance records (including any unverified alerts), and evidence concerning the experience and training of the officer handling the dog, as well as any other objective evidence known to the officer about the dog’s reliability.” 
The court particularly stressed the need for “evidence of the dog’s performance history,” including records showing “how often the dog has alerted in the field without illegal contraband having been found.” That data, the court stated, could help to expose such problems as a handler’s tendency (conscious or not) to “cue [a] dog to alert” and “a dog’s inability to distinguish between residual odors and actual drugs.”  Accordingly, an officer like Wheetley who did not keep full records of his dog’s field performance could never have the requisite cause to think “that the dog is a reliable indicator of drugs.”       
Reasoning           
A police officer has probable cause to conduct a search when “the facts available to [him] would ‘warrant a [person] of reasonable caution in the belief’” that contraband or evidence of a crime is present. The test for probable cause is not reducible to “precise definition or quantification.” “Finely tuned standards such as proof beyond a reasonable doubt or by a preponderance of the evidence . . . have no place in the [probable-cause] decision.”  All we have required is the kind of “fair probability” on which “reasonable and prudent [people,] not legal technicians, act.”                                                                           
     In evaluating whether the State has met this practical and common-sensical standard, we have consistently looked to the totality of the circumstances. We have rejected rigid rules, bright-line tests, and mechanistic inquiries in favor of a more flexible, all-things-considered approach. In Gates, for example, we abandoned our old test for assessing the reliability of informants’ tips because it had devolved into a “complex superstructure of evidentiary and analytical rules,” any one of which, if not complied with, would derail a finding of probable cause.  We lamented the development of a list of “inflexible, independent requirements applicable in every case.” Probable cause, we emphasized, is “a fluid concept—turning on the assessment of probabilities in particular factual contexts—not readily, or even use- fully, reduced to a neat set of legal rules.”                      
     The Florida Supreme Court flouted this established approach to determining probable cause. To assess the reliability of a drug-detection dog, the court created a strict evidentiary checklist, whose every item the State must tick off. Most prominently, an alert cannot establish probable cause under the Florida court’s decision unless the State introduces comprehensive documentation of the dog’s prior “hits” and “misses” in the field. (One wonders how the court would apply its test to a rookie dog.) No matter how much other proof the State offers of the dog’s reliability, the absent field performance records will preclude a finding of probable cause. That is the antithesis of a totality-of-the-circumstances analysis. It is, indeed, the very thing we criticized in Gates when we overhauled our method for assessing the trustworthiness of an informant’s tip. A gap as to any one matter, we explained, should not sink the State’s case; rather, that “deficiency . . . may be compensated for, in determining the overall reliability of a tip, by a strong showing as to . . . other indicia of reliability.”  So too here, a finding of a drug-detection dog’s reliability cannot depend on the State’s satisfaction of multiple, independent evidentiary requirements. No more for dogs than for human informants is such an inflexible checklist the way to prove reliability, and thus establish probable cause.  
     Making matters worse, the decision below treats records of a dog’s field performance as the gold standard in evidence, when in most cases they have relatively limited import. Errors may abound in such records. If a dog on patrol fails to alert to a car containing drugs, the mistake usually will go undetected because the officer will not initiate a search. Field data thus may not capture a dog’s false negatives. Conversely (and more relevant here), if the dog alerts to a car in which the officer finds no narcotics, the dog may not have made a mistake at all. The dog may have detected substances that were too well hidden or present in quantities too small for the officer to locate. Or the dog may have smelled the residual odor of drugs previously in the vehicle or on the driver’s person. Field data thus may markedly overstate a dog’s real false positives. By contrast, those inaccuracies—in either direction—do not taint records of a dog’s performance in standard training and certification settings. There, the designers of an assessment know where drugs are hidden and where they are not—and so where a dog should alert and where he should not. The better measure of a dog’s reliability thus comes away from the field, in controlled testing environments.                                                                                     
    For that reason, evidence of a dog’s satisfactory performance in a certification or training program can itself provide sufficient reason to trust his alert. If a bona fide organization has certified a dog after testing his reliability in a controlled setting, a court can presume (subject to any conflicting evidence offered) that the dog’s alert provides probable cause to search. The same is true, even in the absence of formal certification, if the dog has recently and successfully completed a training program that evaluated his proficiency in locating drugs. After all, law enforcement units have their own strong incentive to use effective training and certification programs, because only accurate drug-detection dogs enable officers to locate contraband without incurring unnecessary risks or wasting limited time and resources.                                                                                             
    A defendant, however, must have an opportunity to challenge such evidence of a dog’s reliability, whether by cross-examining the testifying officer or by introducing his own fact or expert witnesses. The defendant, for example, may contest the adequacy of a certification or training program, perhaps asserting that its standards are too lax or its methods faulty. So too, the defendant may examine how the dog (or handler) performed in the assessments made in those settings. Indeed, evidence of the dog’s (or handler’s) history in the field, although susceptible to the kind of misinterpretation we have discussed, may sometimes be relevant, as the Solicitor General acknowledged at oral argument. [T]he defendant can ask the handler, if the handler is on the stand, about field performance, and then the court can give that answer whatever weight is appropriate”). And even assuming a dog is generally reliable, circumstances surrounding a particular alert may undermine the case for probable cause—if, say, the officer cued the dog (consciously or not), or if the team was working under un- familiar conditions.                           
     In short, a probable-cause hearing focusing on a dog’s alert should proceed much like any other. The court should allow the parties to make their best case, consistent with the usual rules of criminal procedure. And the court should then evaluate the proffered evidence to decide what all the circumstances demonstrate. If the State has produced proof from controlled settings that a dog performs reliably in detecting drugs, and the defendant has not contested that showing, then the court should find probable cause. If, in contrast, the defendant has challenged the State’s case (by disputing the reliability of the dog overall or of a particular alert), then the court should weigh the competing evidence. In all events, the court should not prescribe, as the Florida Supreme Court did, an inflexible set of evidentiary requirements. The question—similar to every inquiry into probable cause—is whether all the facts surrounding a dog’s alert, viewed through the lens of common sense, would make a reason- ably prudent person think that a search would reveal con- traband or evidence of a crime. A sniff is up to snuff when it meets that test.                                                                                                                                         
    And here, Aldo’s did. The record in this case amply supported the trial court’s determination that Aldo’s alert gave Wheetley probable cause to search Harris’s truck. 
    The State, as earlier described, introduced substantial evidence of Aldo’s training and his proficiency in finding drugs.  The State showed that two years before alerting to Harris’s truck, Aldo had successfully completed a 120-hour program in narcotics detection, and separately obtained a certification from an independent company. And although the certification expired after a year, the Sheriff’s Office required continuing training for Aldo and Wheetley. The two satisfied the requirements of another, 40-hour training program one year prior to the search at issue. And Wheetley worked with Aldo for four hours each week on exercises designed to keep their skills sharp. Wheetley testified, and written records confirmed, that in those settings Aldo always performed at the highest level.                                                                                                                        
    Harris, as also noted above, declined to challenge in the trial court any aspect of Aldo’s training.  To be sure, Harris’s briefs in this Court raise questions about that training’s adequacy—for example, whether the programs simulated sufficiently diverse environments and whether they used enough blind testing (in which the handler does not know the location of drugs and so cannot cue the dog). See Brief for Respondent 57–58. Similarly, Harris here queries just how well Aldo performed in controlled testing. See id., at 58. But Harris never voiced those doubts in the trial court, and cannot do so for the first time here. As the case came to the trial court, Aldo had successfully completed two recent drug-detection courses and maintained his proficiency through weekly training exercises. Viewed alone, that training record—with or without the prior certification—sufficed to establish Aldo’s reliability.                                                                                       
     And Harris’s cross-examination of Wheetley, which focused on Aldo’s field performance, failed to rebut the State’s case. Harris principally contended in the trial court that because Wheetley did not find any of the substances Aldo was trained to detect, Aldo’s two alerts must have been false. But we have already described the hazards of inferring too much from the failure of a dog’s alert to lead to drugs; and here we doubt that Harris’s logic does justice to Aldo’s skills. Harris cooked and used methamphetamine on a regular basis; so as Wheetley later surmised, Aldo likely responded to odors that Harris had transferred to the driver’s-side door handle of his truck. A well-trained drug-detection dog should alert to such odors; his response to them might appear a mistake, but in fact is not. And still more fundamentally, we do not evaluate probable cause in hindsight, based on what a search does or does not turn up. For the reasons already stated, Wheetley had good cause to view Aldo as a reliable detector of drugs. And no special circumstance here gave Wheetley reason to discount Aldo’s usual dependability or distrust his response to Harris’s truck.                                   
Holding 
Because training records established Aldo’s reliability in detecting drugs and Harris failed to undermine that showing, we agree with the trial court that Wheetley had probable cause to search Harris’s truck. We accordingly reverse the judgment of the Florida 
